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THE  EROSION  OF  LAYv  ENFORCEMENT  INTELLIGENCE 
AND  ITS  IMPACT  ON  THE  PUBLIC  SECURITY 


THURSDAY,  FEBRUARY  9,   1978 

U.S.  Senate, 
Subcommittee  on  Criminal  Laws  and  Procedures 

OF  THE  Committee  on  the  Judiciary, 

Washington^  D.O. 

The  subcommittee  met  at  10 :30  a.m.,  in  room  457,  Russell  Senate 
Office  Building,  Senator  Strom  Thurmond  presiding. 

Staff  present:  Eicliard  Schultz,  counsel;  Robert  J.  Short,  investi- 
gator ;  David  Martin,  analyst ;  and  A.  L.  Tarabochia,  investigator. 

Senator  Thurmond.  The  subcommittee  will  come  to  order. 

The  subcommittee  meets  today  in  continuation  of  its  inquiry  con- 
cerning the  erosion  of  law  enforcement  intelligence  gathering  capa- 
bilities and  its  effect  on  the  public. 

Previous  witnesses  before  the  subcommittee  have  identified  four 
general  reasons  for  the  continually  increasing  erosion  of  law  en- 
forcement intelligence  information — the  capability  to  gather  and  use 
needed  information. 

The  reasons  identified  are  as  follows:  First,  the  impact  of  the 
Freedom  of  Information  Act ;  second,  the  impact  of  the  Privacy  Act ; 
third,  the  restrictive  legislation  adopted  at  the  State  level ;  and  four, 
the  generally  hostile  attitude  of  the  press  toward  intelligence 
gathering. 

We  are  pleased  to  have  with  us  this  morning  the  Honorable  Alan 
K.  Campbell,  Chairman  of  the  Civil  Service  Commission. 

As  we  know,  by  Executive  Order  10450  issued  by  Presideiit  Eisen- 
hower entitled  "Security  Requirements  for  Government  Employ- 
ment," the  heads  of  departments  and  agencies  were  tasked  with  the 
responsibility  for  establishing  and  maintaining  effective  programs 
to  insure  that  the  employment  and  retention  in  employment  of  ci- 
vilians is  "clearly  consistent  with  the  interests  of  the  National 
security." 

The  Civil  Service  Commission,  among  other  responsibilities,  was 
assigned  the  task  of  making  a  continuing  study  of  the  manner  in 
which  E.O.  10450  was  being  implemented  for  the  purpose  of  deter- 
mining, first,  deficiencies  in  tlie  departm.ents'  and  agencies'  security 
programs  established  under  this  order  which  are  inconsistent  with 
the  interests  of,  or  directly  or  indirectly  weaken,  the  national  secur- 
ity; second,  tendencies  in  such  programs  to  deny  to  individual  em- 
ployees fair,  impartial,  and  equitable  treatment  at  the  hand  of  the 
Government,  or  rights  under  the  Constitution  and  laws  of  the  United 
States  of  this  order. 
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It  is  a  pleasure  to  welcome  Chairman  Campbell  to  our  hearing  to- 
day. We  are  looking  forward  to  hearing  your  views  about  the  erosion 
of  intelligence  information  and  any  impact  this  may  have  had  on  your 
Service  in  carrying  out  its  assigned  responsibilities. 

Mr.  Campbell,  you  may  proceed  with  your  statement. 

STATEMENT  OF  ALAN  K.  CAMPBELL,  CHAIRMAN,  U.S.  CIVIL  SERV- 
ICE COMMISSION,  ACCOMPANIED  BY  ROBERT  J.  DRTJMMOND,  JR., 
DIRECTOR,  BUREAU  OF  PERSONNEL  INVESTIGATIONS 

Mr.  Campbell.  Thank  you  very  much,  Mr.  Chairman. 

We  appreciate  this  opportunity  to  present  our  views  on  the  subject 
of  the  erosion  of  law  enforcement  intelligence  capabilities. 

Appearing  with  me  today  is  Robert  J.  Drummond,  Jr.,  Director  of 
our  Bureau  of  Personnel  Investigations. 

I  have  a  very  brief  prepared  statement  which  I  should  like  to  read 
into  the  record,  after  which  Mr.  Drummond  and  I  shall  attempt  to 
answer  any  questions  you  may  have. 

Let  me  jpreface  my  remarks  by  pointing  out  that  the  Civil  Service 
Commission  is  not  an  intelligence  gathering  agency  in  the  usual 
sense. 

The  Bureau  of  Personnel  Investigations  collects  and  maintains  in- 
formation about  individuals  who  are  Federal  employees,  applicants 
for  Federal  employment,  or  contractor  employees  requiring  security 
clearances. 

This  information  is  maintained  in  individual  investigative  files 
and  pertains  to  that  particular  individual. 

During  the  conduct  of  our  investigations,  we  check  the  files  of 
other  Federal  investigative  agencies,  some  of  which  do  engage  in  in- 
telligence gathering  activities.  These  agencies,  in  turn  check  our  files. 
Wf  also  check  the  files  of  State  and  local  criminal  agencies. 

We  do  not  use  paid  informants  ourselves,  but  some  of  the  informa- 
tion obtained  from  the  above  sources  may  have  come  from  such 
informants. 

We  are  not  in  a  position  to  assess  the  impact  that  the  Freedom  of 
Information  nnd  Privacy  Acts  have  had  on  law  enforcement  intelli- 
gence gathering  activities  since  we  are,  or  have  been,  users  rather 
than  collectors  of  such  information.  The  possible  exception  to  this 
statement  pertains  to  the  activities  of  our  Security  Research  Section 
which  I  will  comment  on  in  item  4. 

I  will  now  turn  my  attention  to  the  specific  areas  referred  to  in 
your  letter  of  October  6  inviting  me  to  testify. 

Item  1  refers  to  the  deproe  of  cooperation  received  from  local.  State, 
and  Federal  agen<"ies  before  and  since  enactment  of  the  Freedom  of 
Information  and  Privacy  Acts. 

Our  investigators  are  instructed  to  inform  each  source  of  infor- 
mation that  the,  information  and  the  identity  of  the  person  and/or 
organization  will  be  furnished  to  the  person  being  investigated  upon 
his  or  her  request. 

Naturally,  this  notice  has  a  chilling  effect  on  the  desire  to  cooper- 
ate, and  some  individuals  and  private  employers  refuse  to  cooperate 
under  those  conditions,  but  the  majority  still  provide  us  with  infor- 
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mation,  even  though  they  may  express  some  concern  over  the  condi- 
tion. 

Few  request  a  pledge  of  confidence — probably  because  most  are  net 
aware  that  is  can  be  granted.  The  investigator  may  grant  confiden- 
tiality only  if  it  is  requested  by  the  source,  or  if,  in  the  discretion  of 
the  investigator,  he  or  she  feels  that  the  granting  of  confidentiality 
is  necessary  to  secure  pertinent  information. 

When  granted,  confidentiality  extends  only  to  the  identity  of  the 
witness  and  information  which  would  reveal  identity.  Other  infor- 
mation provided  cannot  be  withheld  from  disclosure. 

The  Law  Enforcement  Assistance  Administration  regulations — 
not  Privacy — are  cited  most  frequently  by  State  and  local  law  en- 
forcement agencies  which  refuse  to  release  criminal  justice  informa- 
tion. Such  refusals  have  become  commonplace  in  recent  years. 

Also,  many  States  have  enacted  legislation  which  provides  for  the 
dissemination  of  criminal  justice  information  only  to  other  criminal 
law  enforcement  agencies. 

We  find  that  most  law  enforcement  officials  personally  would  like 
to  cooperate  with  us,  but  because  of  confusion  resulting  from  differ- 
ent inteipretations  of  LEAA  regulations,  Privacy  Act  provisions, 
and  State  laws,  they  play  it  safe  by  declining  to  release  information. 

Item  2  relates  to  difficulties  encountered  in  conducting  personnel 
investigations  because  of  restrictions  imposed  by  the  Freedom  of 
Information  and  Privacy  Acts. 

The  two  provisions  of  the  Privacy  Act  which  most  affect  the  Com- 
mission's investigative  program  are  (1)  access  to  the  file  by  the  sub- 
ject; and  (2)  the  prohibition  against  maintaining  information  with 
respect  to  how  a  person  exercises  rights  guaranteed  by  the  first 
amendment. 

"While  our  reports  of  investigation  were  not  released  to  individuals 
]3rior  to  the  1974  amendments  to  the  Freedom  of  Information  Act, 
the  Commission,  in  cases  under  its  jurisdiction,  has  always  had  a 
policy  of  advising  an  applicant  or  employee  of  the  nature  of  any 
potentially  disqualifying  information,  and  considering  his  or  her 
response  before  making  an  adverse  employment  or  retention 
decision. 

Allowing  access  by  the  subject  has  had  a  positive  and  negative 
effect. 

It  enhances  the  relevancy  of  the  information  in  the  report — ^the 
witness  and  the  investigator  have  a  stronger  motivation  toward  deal- 
ing with  facts  rather  than  speculations  and  opinions  when  both 
know  the  subject  can  see  what  has  been  reported.  I  would  say  that 
this  has  provided  a  beneficial  effect,  both  to  the  individual  and 
Government. 

On  the  other  hand,  this  same  knowledge  would  contribute  to  a 
person's  reluctance  to  provide  derogatory  information,  especially  if 
the  person  has  reason  to  fear  possible  retaliation. 

If  information  is  withheld  which  would  disqualify  the  individual 
for  employment  or  for  a  security  clearance,  the  Government,  obvi- 
ously in  this  case,  is  vulnerable  to  injury. 

The  most  troublesome  provision  of  the  Privacy  Act  is  the  one 
dealing  with  first  amendment  rights. 
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The  Commission  interprets  section  (e)  (T)  as  a  prohibition  against 
reporting  any  organizational  affiliations  xmless  the  subject  of  investi- 
gation, in  connection  with  such  membership,  engages  in  or  advocates 
the  denial  of  a  person's  riglits  guaranteed  by  the  Constitution,  the 
overthroTV  of  legally  constituted  units  of  Government  by  violent 
means,  or  the  commission  of  crimes  against  persons  or  property. 

Under  this  interpretation,  Vv-e  would  not  maintain  information  with 
respect  to  mere  memi^ership  in  any  organization,  nor  would  yre 
maintain  information  with  respect  to  organizational-type  activities 
unless  one  of  the  above  criteria  were  met.  For  example,  engaging  in 
peaceful  protests  would  not  be  a  reportable  activity. 

Item  3  refers  to  processing  requests  for  information  under  the 
Freedom  of  Information  and  Privacy  Acts. 

Attached  to  copies  of  this  statement,  which  have  been  furnished  to 
you,  are  responses  to  specific  questions  submitted  to  us  by  letter  of 
November  8.  Unless  otherwise  indicated,  the  information  furnished 
pertains  to  the  Bureau  of  Personnel  Investigations  only. 

Itr'm  4  concerns  the  impact  of  privacy  legislation  on  the  Commis- 
sion's securitv  research  activities. 

In  the  early  days  of  the  Commission's  investigative  program,  in 
the  interest  of  expediency,  investigators  began  keeping  leads  type  in- 
formation obtained  during  the  course  of  their  investigations  for 
reference  in  subsequent  investigations  to  eliminate  duplication  of 
effort.  Investigators  would  also  sharp  this  information  with  col- 
leagues. Most  of  this  information  pertained  to  affiliation  with  organi- 
zations which  were  considered  bv  the  investigator  to  have  aims  inimi- 
cal to  the  interest  of  the  United  States. 

Eventuallv,  about  1942.  maintenance  of  these  files  was  formalized, 
and  a  special  unit  was  set  up  to  collect,  analyze,  and  disseminate  the 
information.  Information  was  collected  from  newspapers,  periodicals, 
congressional  hearings,  nominating  petitions,  and  reports  of  investi- 
gation. 

An  index  card  containing  the  name  of  the  individual  and  a  brief 
description  of  his  or  her  activities  was  prepared  which  provided  a 
lead  to  a  file  containing  detailed  information  about  the  organization, 
event,  or  ]:)ublication.  During  the  course  of  an  investigation,  the  sub- 
ject's nn  me  was  checked  against  this  index. 

This  index  was  eliminated  by  action  of  the  Commission  pursuant 
to  section  (e)  (7)  of  the  Privacy  Act. 

AlthouQfh  the  organizational  files  remain  at  the  present,  the  Com- 
mission has  notified  GAO  that  it  will  adopt  the  GAO  recommenda- 
tion to  dispose  of  these  files  also. 

In  conclusion,  I  would  like  to  go  on  record  with  this  assessment  of 
the  Privacy  Act  as  it  relates  to  the  Government's  personnel  security 
program. 

_  I  view  the  act  as  an  attempt  to  achieve  a  balance  between  the  indi- 
viduaj's  riofht  to  privacy  and  the  Government's  responsibilit}^ — as 
perceived  by  Government  officials  to  preserve  our  society.  Only  time 
will  tell  whether  the  restrictions  placed  on  the  executive  branch  by 
the  act  have,  in  fact,  created  an  imbalance. 

Thank  you. 
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Senator  THntiioxD.  Thank  you,  Mr.  Campbell.  Without  objection, 
your  documents  will  be  inserted  in  the  record  at  this  point. 
[The  material  referred  to  follows :] 

Questions  Submitted  to  Mb.  Campbell 

Question.  Yv'hat  is  the  average  time  to  process  a  routine  Freedom  of  Infor- 
m;ition  Act;  or  Privacy  Act  request  in  which  a  tile  is  found  on  the  requestor  and 
all  information  needed  is  available  to  identify  him/her? 

Answer.  The  average  time  required  to  process  routine  FOI/Privacy  requests 
is  approxiroately  60  days. 

Question.  How  long  is  it  taking  to  process  a  request  in  which  no  file  is  found? 

Answer.  Except  in  rare  instances  we  are  able  to  determine  whether  we  have 
a  file  in  3  or  4  days.  If  we  have  no  file  we  so  notify  the  requestor  in  10  days. 

Question.  Will  you  ever  be  able  to  process  requests  within  the  10  days  as 
required  by  the  Act?  That  is,  for  those  requests  in  which  a  file  is  found. 

Answer.  The  Freedom  of  Information  Act  and  re^ilations  promulgated  sub- 
sequent to  enactment  of  the  Privacy  Act  require  that  the  requestor  be  notified 
within  10  work  days  whether  we  have  a  file  and  if  so,  whether  we  will  grant 
access.  We  cannot  envision  that  v»e  would  ever  be  able  to  process  requests 
(grant  access)   within  10  days.    (The  law  does  not  require  this.) 

Question.  What  do  you  consider  a  reasonable  time  frame? 

Answer.  We  consider  60  days  to  be  a  reasonable  time  frame. 

Question.  What  is  your  estimated  costs  for  FY  77  and  projections  for  FY 
78.  79,  and  80?  What  costs  are  you  taking  into  account? 

Answer.  For  FY  1977  we  estimated  expenditures  of  $236,000  for  processing 
FOP/P  requests  for  access  to  investigative  files.  We  actually  spent  .$247,8(X). 

For  FY  1978  we  estimated  the  need  for  $451,000  which  would  allow  for 
deletion  of  First  Amendment  information  in  existing  files  before  they  were 
released  to  other  agencies.  Current  projection  shows  expenditure  at  a 
§300,000  rate.  If  this  rate  continues  we  will  have  to  adjust  our  estimates 
downward  for  FY  1980  ($550,000). 

Estimated  costs  for  the  entire  Civil  Service  Commission  for  processing  FOI/P 
work  are: 

Fiscal  vear: 

1977 $575,  000 

1978 790,000 

1979 850,000 

1980 850,000 

The  above  figures  include  all  identifiable  cost — direct  labor,  administration, 
personnel  benefits,  rent,  supplies,  etc. 

Question.  Besides  the  personnel  you  have  within  the  Freedom  of  Information 
and  Privacy  Act  Branch,  how  many  other  employees  in  other  offices  work  on 
Freedom  of  Information  and  Privacy  Act  matters  and  are  their  costs  included 
in  the  Freedom  of  Information  and  Privacy  Act  Branch  cost  estimates? 

Answer.  We  currently  have  14  employees  directly  involved  in  processing 
requests  for  access  to  investigative  files  and  deleting  First  Amendment  infor- 
mation from  files  being  released  to  other  agencies.  There  are  other  Commis- 
sion employees  and  managers  who  become  involved  in  handling  some  of  these 
cass  but  we  have  no  means  for  determining  the  actual  number.  This  involve- 
ment is  usually  on  requests  for  amendment  and  cases  under  litigation.  Cost 
of  this  involvement  is  included  in  the  figures  shown  above. 

Question.  What  is  your  projected  level  of  activity  over  the  next  3  years  and 
do  you  foresee  that  your  present  complement  will  be  enough  to  meet  the  num- 
ber of  requests? 

Answer.  We  do  not  anticipate  a  further  increase  in  FOI/P  activity  during 
the  next  3  years.  The  number  of  requests  for  access  to  investigative  files  ap- 
pears to  have  peaked  at  an  average  of  about  30  per  week.  The  average  was 
23  in  FY  1976. 

Question.  Could  you  give  a  percentage  breakdown  of  the  type  of  requestor 
that  use  the  Freedom  of  Information  and  Privacy  Act  that  would  fall  in  the 
following  categories:  (A)  Crim.iuals,  (B)  aliens,  (C)  curious  citizens,  (D) 
media,   (E)   researchers,  and   (F)  Federal  Government  applicants. 
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At  the  same  time,  could  you  please  break  down  the  type  of  files  requested 
into:  (A)  Security,  (B)  criminal,  (C)  civil  matters,  and  (D)  applicant  BI,  etc. 

Answer.  We  have  no  way  of  determining  the  reason  a  person  requests  an 
investigative  file  nor  into  what  category  the  requestor  falls.  Of  the  6  cate- 
gories listed  in  this  question  practically  all  would  be  Federal  Government 
applicants  (or  employees).  Many  of  these  would  also  fall  in  the  "Curious 
Citizen"  category.  We  have  had  few — probably  3  or  4 — requests  from  re- 
searchers. 

The  type  of  files  requested  are  investigations  on  individuals. 

Question.  AVhat  benefits  do  you  think  have  been  derived  from  the  Freedom 
of  Information  Act  and  the  Privacy  Act? 

Answer.  The  only  benefit  that  we  can  attribute  to  FOI/P  is  the  probability 
that  less  irrelevant  information  now  appears  in  reports  of  investigation.  It  is 
possible  that  subjects  of  investigation  have  "benefited"  if  the  statutes  have 
deterred  witnesses  (sources  of  information)  from  providing  information  which 
would  have  prevented  the  employment  of  the  person.  In  evaluating  the  effect 
of  FOI/P  has  had  on  the  government's  suitability/security  program,  we  are 
faced  with  the  dilemma  of  not  knowing  whether  information  has  been  with- 
held. However,  even  before  FOI/P,  we  did  not  know  that. 

Question.  What  negative  impact,  if  any,  have  the  Freedom  of  Information 
Act  and  the  Privacy  Act  had  on  the  primary  mission  of  the  Civil  Service 
Commission? 

Answer.  The  primary  mission  of  the  Commission's  Bureaii  of  Personnel  In- 
vestigations is  to  conduct  personnel  investigations  which  cover  a  persons  past 
conduct,  behavior  and  activities  in  sufficient  detail  to  enable  an  adjudicator 
to  make  an  employment/security  determination.  Theoretically,  the  more  in- 
formation the  adjudicator  has  the  more  valid  his  decision  will  be,  so  long  as 
the  information  is  relevant.  The  problem  occurs  when  the  report  contains  in- 
formation which  should  not  be  relevant  to  a  determination  but  may  affect  the 
decision.  Furthermore,  we  find  that  what  was  thought  to  be  relevant  when 
the  information  was  compiled  may  not  be  relevant  today.  Prior  to  Privacy, 
it  was  pretty  much  left  up  to  the  adjudicator  to  determine  what  was  relevant. 
The  investigator's  prime  concern  was  with  the  accuracy  of  the  information, 
except  that  Commission  investigators  have  always  been  prohibited  from  report- 
ing certain  irrelevant  information  such  as  race,  religion,  politics  and  union 
membership.  Now,  since  Privacy,  the  investigator  must  also  concern  himself 
with  relevancy  concerning  matters  which  might  be  considered  relevant  in  one 
case,  but  not  in  another. 

Question.  How  many  requests  have  you  had  in  which  you  had  no  file  or 
record? 

Answer.  Since  January  1975  we  have  received  requests  from  7S.5  persons 
on  whom  we  had  no  record. 

Question.  How  many  requests  have  you  had  in  which  you  have  had  to  close 
them  administratively  because  the  requestor  does  not  provide  the  required  in- 
formation (i.e.,  notarized  signature,  date  of  birth.  Social  Security  number,  etc.)  ? 

How  long  do  you  wait  before  closing  them? 

Answer.  Our  requirements  for  a  file  search  are :  full  name,  signature,  date 
and  place  of  birth,  and  Social  Security  number.  AVe  do  not  close  a  request  if 
the  necessary  information  is  not  furnished.  We  write  to  the  requestor  asking 
for  the  information  necessary  to  complete  the  search.  We  have  been  able  to 
respond  to  100%  of  the  requests  when  sufficient  identifying  information  has 
been  furnished. 

Question.  How  much  has  the  Civil  Service  Commission  collected  in  fees 
since  the  Freedom  of  Information  and  Privacy  Act  cases  began  to  be  processed? 

Answer.  During  fiscal  years  1975,  1976  and  1977,  CSC  collected  a  total  of 
$5,761  in  FOI/Privacy  fees.  We  no  longer  charge  individuals  for  copies  of 
investigative  reports.  We  found  that  it  was  not  cost  effective  to  process  these 
small  fees. 

Question.  How  many  cases  do  you  have  in  litigation? 

What  are  the  primary  reasons  for  these  litigated  cases? 

Answer.  We  (total  Commission)  have  27  FOI/Privacy  cases  under  litigation. 
These  eases  have  resulted  from  our  refusal  to  comply  with  particular  requests, 
in  whole  or  in  part,  by  taking  exemptions  provided  in  the  Acts. 

Breakdown : 

7 — Refusal  to  amend  record. 

4 — Refusal  to  release  agency  evaluation  reports. 
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3 — Refusal  to  grant  total  access. 

2 — Withholding  third  party   information. 

2 — Withholding  financial  information. 

2 — Claims  that  "all  records"  v/ere  not  released. 

7 — Miscellaneous  (Medical  Records,  EEO  records,  rating  .schedules,  etc.). 

Questio)!.  How  many  litigated  cases  have  achieved  final  action  and  hov/  many 
has  the  Government  won? 

Answer :  Disposition  or  Status  of  27  cases : 

9— Won  by  Government. 

4 — Lost  by  Government. 

2 — Mixed   (partially  won,  partially  lost). 

12— Pending. 

Quest  1071.  What  plans  do  you  have  for  the  future  to  reduce  the  costs  and 
problems  with  processing  Freedom  of  Information  and  Privacy  Act  requests 
(i.e.,  file  automation,  file  destruction,  use  of  non-agent  personnel)  ? 

Answer.  The  only  foreseeable  cost  reduction  in  processing  FOI/ Privacy  re- 
quests will  occur  in  19S0  when  our  destruction  schedule  allows  for  destruction 
of  investigative  files  over  20  years  of  age.  We  estimate  that  2  million  files 
will  be  eligible  for  destruction  at  that  time.  We  plan  to  dispose  of  our 
organizational  files  immediately  upon  release  from  Senate  Resolution  21 
(January   27,  1975). 

Question.  What  procedure  was  followed  by  the  Civil  Service  Commission 
as  of  10  years  ago  in  processing  applicants  for  Federal  employment  under  the 
requirements  of  Executive  Order  10450? 

Answer.  During  the  past  10  years  there  has  been  little  change  in  the 
manner  in  which  investigations  are  processed  under  E.O.  10450.  We  have  made 
some  technical  processing  changes  and  have  reduced  coverage  in  certain  areas. 
These   changes   are   discussed   below. 

Question.  What  changes,  if  any,  have  been  made  in  the  manner  of  processing 
applications  for  Federal  employment  under  the  requirements  of  Executive 
Order  10450?  If  changes  in  the  manner  of  processing  applicants  for  Federal 
employment  have  been  made,  would  you  spell  out  the  nature  of  each  change 
and  the  authority  on  which  the  change  was  made?  And  would  you  indicate 
whether,  and  to  what  degree,  these  changes  resulted  from  the  enactment  of 
the  Freedom  of  Information  Act  and  Privacy  Act  and  other  restrictions  on 
the  gathering  and  maintenance  of  intelligence? 

Answer.  E.  O.  10450  provides  for  2  types  of  investigations — a  National  Agency 
Check  and  Inquiry  (NACI)  for  nonsensitive  positions  and  a  full  field  investi- 
gation for  sensitive  positions. 

NACI 

The  order  does  not  specify  the  "national  agencies"  to  be  checked  (except 
for  the  fingerprint  files  of  the  FBI)  but  its  predecessor,  E.  O.  9835,  listed  the 
agencies  to  be  checked  and  the  Commission  continued  searching  records  of 
those  agencies  under  E.  O.  10450  authority.  These  were  CSC's  Security  In- 
vestigations Index  and  Security  Research  files,  the  FBI's  fingerprint  files  and 
subversive  files,  the  DOD's  investigative  files  and  military  personnel  records 
as  appropriate.  Immigration  and  Naturalization  files  as  appropriate,  Coast 
Guard  Intelligence  files  as  appropriate,  and  the  House  un-American  Activities 
Committee    (later  changed   to  Hou.se  Internal   Security  Committee)    files. 

We  no  longer  check :  CSC's  Security  Research  files — the  index  to  these  files 
was  eliminated  pursuant  to  section  (e)  (7)  of  the  Privacy  Act.  The  House  In- 
ternal Security  Committee  files — no  longer  available.  All  other  files  listed 
above  are  still  checked  as  appropriate. 

The  Order  (10450)  prescribed  written  inquiries  to  "appropriate  local  law 
enforcement  agencies,  former  employers  and  supervisors,  references,  and  schools 
attended". 

The  Order  does  not  define  scope  of  coverage  with  respect  to  time  and,  by 
administrative  action,  the  Commission  has  reduced  the  number  of  years 
covered  by  wrirveu  inquiries.  This  has  been  clone  for  practical  as  well  as  budg- 
etary reasons.  AVe  currently  voucher  the  prescribed  sources  to  cover  activities 
during  the  most  recent  5  year  period.  Some  local  law  enforcement  agencies 
refuse  to  respond  citing  the  Privacy  Act,  LEAA  Regulations,  state  or  local 
statutes  or  lack  of  resources.  An  ever  growing  number  of  employers  refuse  to 
respond  because  of  the  disclosure  provisions  of  the  Privacy  Act.  A  large  nnd 
growing  number  of  colleges  and  universities  refuse  to   respond  citing  either 
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the  Privacy  Act  or  the  Educrition  Act  as  the  reason.  Most  individuals  still 
respond  to  vouchers. 

FULL    FIELD 

In  full  field  investigations,  we  schedule  the  same  national  agency  checks  out- 
lined above.  Instead  of  the  written  inquiry  portion  of  the  NACI,  investigators 
make  personal  contact  with  the  sources  (witnesses)  and  obtain  information 
by  personal  interview.  These  interviews  are  held  with  employers,  supervisors, 
fellow  employees,  personal  acquaintances,  neighbors,  references,  teachers, 
fellow  students,  and  any  other  knowledgeable  person.  Personal  contact  is  also 
made  with  local  law  enforcement  agencies. 

As  in  the  case  with  the  NACI,  the  Commission  has  administratively  reduced 
the  years  of  coverage.  In  1960,  personal  investigative  coverage  was  reduced 
to  the  most  recent  15  years,  or  back  to  the  18th  birthday,  whichever  period 
is  shorter.  In  recent  years  we  have  effectively  reduced  the  initial  scope  to  the 
most  recent  5  years,  extending  beyond  that  period  only  as  warranted  by  facts 
developed.  The  underlying  reasons  were  (1)  cost  consideration— rs  full  field 
investigation  currently  costs  $850,  up  from  $225  in  1952;  and  (2)  surveys 
which  shov/ed  that  information  pertaining  to  conduct  occurring  prior  to  the 
most  recent  5  years  was  rarely  actionable. 

Question.  Does  the  Civil  Service  Commission  continue  on  a  routine  basis  to 
request  background  information  about  applicants  for  Federal  employment  from 
local  law  enforcement  authorities  and  Federal  law  enforcement  authorities? 

Answer.  As  indicated  above  we  do  still  check  local  law  enforcement  records 
in  all  NACI  and  full  field  investigations.  We  have  reduced  the  span  (time) 
of  coverage.  We  obtain  local  law  enforcement  coverage  at  locations  where  the 
subject  of  investigation  has  worked,  lived  or  attended  school  during  the  most 
recent  5  years.  FBI  fingerprint  files,  which  are  not  limited  by  time  (years),  are 
checked  in  all  full  field  and  NACI  cases. 

Question.  The  subcommittee  has  heard  from  many  sources  that  local  law 
enforcement  authorities  frequently  refuse  to  send  information  to  ofiices  of  the 
Federal  Government  because  of  their  fear  of  disclosure  under  the  Privacy  Act 
and  Freedom  of  Information  Act.  Has  the  Civil  Service  Commission  been 
affected   by    this  ? 

Answer.  As  indicated  above  we  have  experienced  reluctance — and,  in  some 
cases,  outright  refusal — on  the  part  of  local  law  enforcement  agencies  to 
supply  criminal  justice  information  because  of  Privacy.  CSC  and  employing 
agencies  have  been  afCeeted  to  the  extent  that  a  lack  of  pertinent  information 
pertaining  to  arrests  or  convictions  could  have  an  impact  on  employment 
decisions. 

Question.  Would  you  provide  us  with  statistics  over  the  past  5  years  showing 
what  percentage  of  your  requests  for  background  information  addressed  to 
local  and  Federal  law  enforcement  authorities  have  been  honored — and,  con- 
versely, what  percentage  of  your  requests  do  not  result  in  a  substantive  reply? 

Answer.  We  have  not  kept  records  on  the  percentage  of  local  law  enforce- 
ment agencies  which  refuse  to  search  records  for  us.  We  know  that  the  number 
has  grown  since  enactment  of  the  Privacy  Act,  but  most  local  agencies  still 
cooperate  with  us.  Because  of  our  personal  relationships  with  local  authori- 
ties, we  still  have  access  to  most  police  agencies  in  personally  investigated 
(full  field  and  suitability)  cases.  NACI  investigations,  which  are  conducted  by 
correspondence,  are  basically  a  screening  process  for  nousensitive  and  non- 
critical-sensitive  positions.  It  is  in  these  cases  that  we  experience  reluctance 
on  the  part  of  local  law  enforcement  agencies  to  furnish  criminal  justice 
information.  We  are  just  now  concluding  a  survey  through  our  regional  offices 
which  will  pinpoint  specific  problem  areas. 

Question.  Has  the  Civil  Service  Commission's  own  ability  to  maintain  records 
and  conduct  research  with  a  view  to  implementing  Executive  Order  104.50 
been  adversely  affected  by  the  requirements  of  the  Privacy  x\ct  and  Freedom 
of  Information  Act? 

Answer.  The  Privacy  Act  has  impacted  on  our  ability  to  maintain  records. 
As  indicated  in  the  Chairman's  testimony  the  Privacy  Act  prohibits  us  from 
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maintaining  records  with  respect  to  how  an  individual  exercises  rights  guar- 
anteed by  the  First  Amendment.  The  elimination  of  the  index  to  these  records 
prevents  access  to  tlie  reference  material. 

Question.  What  records  are  maintained  today,  and  how  do  these  compare 
with  the  records  kept  as  of  10  years  ago? 

Answer.  Except  for  the  elimination  of  the  Security  Research  and  Analysis 
index  discussed  above,  there  is  no  difference  in  the  records  that  are  maintained 
now  and  those  that  were  maintained  10  years  ago.  We  have  agreed,  however, 
to  a  recent  GAO  recommendation  to  discontinue  the  maintenance  of  organi- 
zational information. 

We  still  maintain  our  Security  Investigations  Index.  This  index  has  been 
purged  of  records  of  individuals  with  respect  to  whom  no  investigative  or 
adjudicative  action  has  talien  place  within  the  past  20  years.  Prior  to  the 
Privacy  Act,  we  had  not  purged  any  cards  from  this  index  since  we  were  not 
regulated  by  the  timeliness  provision  contained  in  the  Privacy  Act. 

Question.  Could  you  provide  the  subcommittee  with  organizational  charts 
for  the  Bureau  of  Personnel  Investigation,  today  and  as  to  10  years  ago?  If 
there  have  been  changes,  to  what  extent  are  they  the  result  of  the  Freedom 
of  Information  Act  and  the  Privacy  Act  and  other  restrictions  on  the  main- 
tenance of  intelligence? 

Answer.  Attached  are  organizational  charts  of  BPI  today  and  10  years  ago. 
Organizational  changes  have  resulted  from  functional  and  cost  considerations 
rather  than  from  FOI/P  requirements.  We  have,  of  course,  established  an 
FOI/P  Section  which  handles  the  release  of  investigative  records  required  by 
the  FOI  and  Privacy  Acts. 

Question.  Could  you  provide  us  with  statistics  for  the  past  10  years,  setting 
forth,  on  an  annual  basis,  (1)  The  number  of  applicants  for  Federal  employ- 
ment, (2)  The  percentage  of  these  applicants  turned  down  because  they  fail 
to  live  up  to  the  requirements  of  Executive  Order  10450?  (a)  On  grounds  of 
suitability   (b)   On  grounds  of  loyalty? 

Answer.  It  would  be  statistically  meaningless  to  calculate  the  number  of 
persons  who  have  applied  for  Federal  employment  during  the  past  10  years. 
Millions  of  persons  apply  every  year.  The  Federal  Government  has  hired  re- 
placements in  approximately  300,000  positions  each  year  in  the  past  10  years. 
These  300,000  people  per  year  have  been  appointed,  for  the  most  part,  from 
CSC  registers  of  applicants  who  have  competed  and  qualified  for  Federal  work. 
Some  who  have  applied  have  been  disqualified  for  suitability  reasons.  A  few 
have  been  removed  following  appointment  because  of  failure  to  meet  suitability 
standards. 

Question.  Could  you  provide  us  with  statistics  for  the  past  10  years  showing, 
on  an  annual  basis,  the  number  of  employees  suspended  or  dismissed  on 
grounds  of  (a)  suitability  (b)  loyalty? 

Answer.  The  attached  chart  provides  figures  on  the  number  of  applicants 
rated  ineligible  for  suitability  reasons  and  the  number  of  applicants  rated  in- 
eligible for  suitability  reasons  in  the  past  10  years.  There  have  been  no  in- 
eligible ratings  and  no  removals  because  of  reasonable  doubt  as  to  loyalty 
during  the  past  10  years.  A  few  have  been  rated  ineligible  for  making  false 
statements  about  membership  in  organizations  whose  aims  were  considered 
unconstitutional. 

Question.  Have  you  received  multiple  or  successive  requests  for  information 
from  certain  parties?  When  you  receive  such  successive  requests,  can  you  use 
the  same  material  in  answering  all  of  them — or  do  you  have  to  treat  each 
such  request  as  a  new  request,  and  do  an  update  job  of  research  on  your  files? 
Please  expand  your  answer  to  include  difiiculties  encountered  and  any  recom- 
mendations you  may  have  to  rectify  this  situation. 

Answer.  The  overwhelming  majority  of  requests  for  access  have  come  from 
individuals  upon  whom  we  have  conducted  an  investigation.  We  have  received 
a  few  requests  for  information  from  our  organizational  files.  When  we  have 
had  successive  requests  for  the  same  information  we  have  furnished  identical 
information  to  each  party. 
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APPLICANTS  RATED  INELIGIBLE  AMD  APPOIMTEES  REMOVED  BY  USCSC  FOR  SUITABILITY  REASONS 

1983 1         1970       1971        1972       1973       1974       1975        1976     19772 

^Applicants; 

Rated  ineligible.. 5,037 

Withdrew  application  (while  under 

suitability  review) 91 

Appointees: 

Removed... ?8S 

Quit  or  terminated 983 

1  Figures  not  m.Tintained  in  1369  (converting  to  automated  work  reporting). 

2  Fiscal  year  1977  fi<;'ires  are  distorted  as  a  result  of  centralization  of  tl;s  NACI  and  adjudication  functions. 

3  Figures  not  available. 

Senator  Thurmond.  Mr.  Campbell,  Executive  Order  10450  re- 
quires all  persons  employed  by  the  Federal  Government  to  be  loyal 
to  the  TTnited  States.  I  know  that  Executive  Order  10450  has  been 
modified  as  the  result  of  a  series  of  court  rulings. 

Despite  these  changes,  would  it  be  correct  to  say  that  loyalty  to 
the  United  States  is  still  a  condition  of  Federal  employment,  or  has 
this  been  dropped? 

Mr.  Ca3ipbell.  It  has  not  been  dropped.  Obviously,  the  changes  in 
the  way  one  conducts  investigations  may  have  an  impact  on  that  but, 
in  principle,  it  has  not  been  dropped. 

Senator  TiiuRr-roMn.  This,  of  course,  means  that  disloyal  persons 
may  not  be  permitted  to  be  employed  by  the  Federal  Government? 

Mr.  Campbell.  Correct. 

Senator  Tpiurmond.  In  implementing  this  policy,  you  obviously 
have  to  rely  on  background  intelligence  which  comes  from  a  number 
of  sources — Federal,  State,  local,  and  private.  Is  that  correct? 

Mr.  Campbell.  Yes;  we  certainly  need  to  get  all  the  information 
we  legally  can  in  order  to  make  that  kind  of  determination. 

Senator  Thurmond.  And  in  addition  to  gathering  background 
material  on  an  applicant  for  Federal  employment  by  checking  with 
national  agencies,  you  also  try  to  get  information  that  may  be  rele- 
vant to  the  applicant's  suitability  by  asking  routine  questions  of 
former  employers,  schools,  local  police  departments,  hospitals,  and 
credit  bureaus.  Is  that  correct? 

Mr.  Campbell.  That  is  correct. 

Senator  Thurmond.  If  my  list  is  not  complete,  what  other  types 
of  organizations  or  institutions  do  you  check  with? 

Mr.  Campbell.  You  mentioned  schools;  you  mentioned  former 
employers.  We  also  check  with  neighbors.  Any  others,  Mr.  Drum- 
mond? 

Mr.  Druivimond.  Of  course  the  usual  national  agencies  and  the 
local  police — I  think  that  would  cover  it. 

Senator  Thurmond.  Has  the  flow  of  information  in  response  to 
such  inquiries  pretty  well  dried  up  as  a  result  of  the  Privacy  Act 
and  the  Freedom  of  Information  Act? 

Mr.  Campbell.  In_  relationship  to  private  employers  and  schools, 
and  the  like,  as  I  said  in  my  testimony,  a  majority  still  respond  to 
our  requests  ior  information.  There  is  clearly  some  chilling  effect  in 
terms  of  their  willingness.  Nonetheless,  in  that  regard,  we  think  we 
are  still  able  to  collect  the  kind  of  suitability  information  which  we 
are  seeking. 
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111  relationship  to  State  and  local  law  enforcement  agencies,  it  is 
tlie  LEA  A  rules  and  regulations  tliat  we  see  as  a  greater  hindrance 
than  the  Freedom  of  Information  Act,  itself,  or  the  Privacy  Act. 

Senator  Thukmond.  Can  you  make  a  x^ercentage  estimate  as  to  how 
much  less  mf ormation  you  are  getting  today  ? 

Mr.  Cajipbell.  1  must  turn  to  the  man  most  closely  associated  with 
this  and  ask  him.  Mr.  Drummond,  would  you  be  willing  to  make  a 
percentage  guess  ^ 

Mr.  DnuMiioxD.  I\  o ;  I  would  not,  ^Ir,  Chairman. 

I  would  like  to  say  this.  We  have  conducted  surveys  of  a  number 
of  reports  of  investigation  conducted  since  the  elective  date  of  the 
Privacy  Act  to  compare  it  with  similar  surveys  w^e  conduct  periodi- 
cally that  were  conducted  prior  to  Privacy  and  Freedom  of  Infor- 
mation. 

We  have  not  been  able,  to  date,  based  on  these  surveys,  to  notice 
any  discernible  amount  oi  a  lack  of  derogatory  information. 

But  I  tiunk,  as  the  chairman  pointed  out  in  his  statement,  we  did 
not  know  what  information  we  were  not  getting  prior  to  the  Privacy 
and  Freedom  of  Information.  We  can  only  rely  on  witnesses'  testi- 
mony which  vre  include  in  the  report  of  investigation. 

We  also  do  not  know,  at  this  time,  what  information  we  are  not 
getting  from  people. 

I  ani  sure  there  are  some  who  are  reluctant  to  testify  because  of 
the  Privacy  Act,  but  we  cannot  notice  it  in  the  statistics  we  have 
deveiopecl  based  on  our  surveys. 

Mr.  ScHULTZ.  Are  you  distinguisliing  now  between  responses  by 
law  enforcement  officials,  schools,  neighbors,  former  employers,  when 
you  say  "no  discernible  amomit  of  a  lack  of  derogatory  informa- 
tion?" 

In  your  prepared  statement  you  say  most  law  enforcement  officials 
play  it  safe  and  they  decline  to  release  information  ? 

Mr.  Dkummoxd.  We  find,  in  checking  with  local  law  enforcement 
agencies,  that  if  the  investigator  is  doing  this  check  personally — as 
he  would  in  our  full  field  investigations  which  we  do  on  a  preap- 
pointment  basis  in  most  instances — ^most  police  jurisdictions  cooper- 
ate. 

We  feel  that  tliis  is  as  a  result  of  the  rapport  we  have  built  up  with 
them  over  a  number  of  years,  in  gomg  to  the  same  jurisdictions. 

With  respect  to  the  national  agency  checks  and  inquiries  which  are 
conducted  by  mail,  we  find  that  the  police  jurisdictions,  in  these 
cases,  do  not  want  to  process  our  requests  for  information,  mainly 
because  of  the  burden  of  processing  them. 

We  only  do  about  24,000  full  field  cases  a  year  as  opposed  to 
300,000  of  these  national  agency  checks  and  inquiries.  We  feel  that 
the  police  jurisdictions,  in  refusing  to  respond  to  the  mail  inquiry, 
are  in  some  cases  influenced  by  the  burden  of  processing  the  request. 

Senator  Thurmond.  You  say  that  while  you  are  having  difficulty 
with  police  departments,  employers,  and  schools,  most  individual's 
still  cooperate  with  the  Civil  Service  Commission  in  providing  infor- 
mation about  applicants. 

What  about  the  quality  of  the  information  you  get?  Having  been 
warned  about  the  Freedom  of  Information  Act,  do  most  people  tend 
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to  liold  back  any  derogatory  information  tlicy  have  about  an  appli- 
cant? 

Mr.  Campbell.  As  was  just  sufrgested,  the  kind  of  analysis  we  have 
done  in  an  effort  to  determine  whether  that  is  the  case  does  not  dem- 
onstrate that  it  creates  great  difficulties.  We,  of  course,  cannot  be  cer- 
tain how  well  people  were  responding  before  the  act. 

But,  as  one  who  has  examined  investigative  reports  in  relation  to 
specific  employment  decisions,  may  I  say  that  our  suitability  investi- 
gations still  reveal  considerable  information  both  of  a  positive  and 
derogatory  nature  about  individuals,  and  it  appears  that  the  chilling 
effect,  or  the  impact,  was  not  as  great  as  might  have  been  predicted. 

Mr.  ScHin.TZ.  You  indicated  in  your  statement  that  if  a  person 
requested  it,  that  the  information  they  provided _  could  be  held  in 
confidence,  and  you  could  assure  them  confidentiality.  I  was  just 
wondering  what  the  basis  for  that  assurance  might  be — statutory  or 
regulatory? 

Mr.  Drummono.  It  is  statutory  in  the  sense  that  the  Privacy  Act 
assigned  to  the  Office  of  Management  and  Budget  the  responsibility 
for  issuing  guidelines  to  implement  the  act. 

In  issuing  the  guidelines  for  implementation,  the  Office  of  Manage- 
ment and  Budget  assigned  to  the  Civil  Service  Commission  the  re- 
responsibility  for  issuing  guidelines  with  respect  to  grants  of  confi- 
dentiality in  cases  involving  civilians  and  to  the  Department  of  De- 
fense the  responsibility  for  issuing  these  guidelines  for  the  military. 

In  issuing  our  guidelines  to  implement  the  Privacy  Act,  the  specific 
regulation  dealing  with  pledges  of  confidentiality  can  be  found  in 
section  736.103  ofthe  Code  of  Federal  Regulations. 

Essentially^  this  provides  that  whenever  an  investigator — and  this 
is  an  instruction  not  only  to  our  investigators  but  to  other  Federal 
investigators  in  the  executive  branch — goes  to  a  source  or  witness,  he 
must  first  advise  them  of  the  Privacy  Act,  and  he  must  advise  them 
of  the  fact  that  the  information  that  they  give,  as  well  as  their 
identity,  would  anpear  in  a  report  of  investigation  and  be  furnished 
to  the  subject,  if  he  or  she  so  requests. 

The  investigator  is  instructed  not  to  suggest  confidentiality,  but  if 
the  source,  or  the  witness,  asks  for  confidentiality  he  may  grant  it; 
or,  if  the  investigator,  during  the  course  of  the  interview  has  a 
feeling,  based  on  experience,  that  this  witness  would  be  v/ithholding 
materinl  information,  he  can  at  that  time  grant  a  pledge  of  confidence. 

As  the  chairman  pointed  out  in  his  stntement.  a  pledge  of  confi- 
dence only  goes  to  the  identity  of  the  individual,  and  not  the  infor- 
mation that  the  individual  gives  except  if  the  information  would 
tend  to  identify  the  individual — then  we  can  keep  that  information 
from  being  released,  too. 

Mr,  ScHULTZ.  That  would  be  a  judgmental  decision  made  by  the 
investigator  ? 

'^'^1^.  Dr.TTMMOxn.  It  would  be  iudifmental  ir)  fprms  of  its  release. 

That  would  come  up  if  the  individual  asks  for  a  copy  of  his  report 
of  investigation. 

Yes:  that  wou^d  be  a  judgment  on  fhd  port  of  the  investigator, 

Mr.  SoTTTTLTZ.  My  point  is  your  investigator's  technique  in  advising 
the  individual   from  whom  you  are  seeking  information   that  his 
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name  and  information  may  be  given  to  the  subject  of  investigation 
would  have  a  chilling  effect,  and  he  may  be  rekictant.  Why  not  take 
the  other  point  of  view  and  advise  them  that  you  can  give  them  con- 
fidentiality, so  you  do  get  whole-cloth  information? 

Mr.  Drujvimond.  The  reason  for  that,  sir,  is  that  the  legislative 
history  of  the  Privacy  Act  shows  that  the  intent  of  Congress  was 
that  pledges  of  confidence  bo  granted  sparingly. 

If  we  were  to  advise  all  witnesses  that  they  could  have  a  pledge  of 
confidence  we  would  not  be  granting  these  pledges  sparingly. 

We  must  advise  the  witness  that  the  subject  can  obtain  a  copy  of 
the  information  provided,  as  well  as  the  identity  of  the  source.  At 
what  point  during  the  interview  the  investigator  should  so  advise  the 
witness  is  left  to  the  discretion  of  the  investigating  agency. 

Investigators  in  the  Civil  Service  Commission  have  been  instructed 
that  this  notice  must  come  before  the  interview  begins. 

Senator  Tiiurmoxd.  Is  it  accurate  to  say  that  the  Civil  Service 
Commission,  like  the  Secret  Service,  relies  primarily  on  intelligence 
developed  by  other  agencies,  local  and  Federal,  including  the  FBI, 
CIA,  IRS,  and  local  police  departments? 

Mr.  Campbell.  We  rely  very  heavily  on  those  other  agencies. 

Senator  Thurmond.  Even  where  the  Civil  Service  Commission 
conducts  full  field  investigations,  it  still  relies  heavily  on  intelligence 
gathered  by  other  agencies,  as  I  understand  ? 

Mr.  Campbell.  Yes. 

Senator  Thtirmoxd.  The  subcommittee  has  heard  from  the  intelli- 
gence units  of  many  police  departments  that  intelligence-gathering 
giiidelines  at  State  and  local  levels — in  those  cities  and  States  that 
still  do  maintain  domestic  intelligence  files — ^liave  been  watered  down 
to  the  point  where  they  cannot  include  information  dealing  with 
mere  membership  in  organizations  like  the  Communist  Party,  the 
Trotslryite  Party ,_  the  Maoists,  the  Puerto  Rican  Socialist  Party,  the 
KKK,  the  American^  Nazi  Party,  the  Jewish  Defense  League,  and 
the  Palestine  Liberation  Organization.  They  cannot  make  an  intelli- 
gence entry  about  membership  in  such  organizations,  unless  there  has 
been  an  indictment  or  conviction. 

_  If  local  and  State  organizations,  because  of  the  guideline  restric- 
tions that  have  be^n  posted  in  recent  years,  cannot  maintain  such 
intelligence,  obviously  there  is  no  way  they  can  pass  intelligence  on 
to  you,  is  there? 

Mr.  Campbell.  That  is  correct. 

Senator  Thtjemoxd.  The  subcommittee  has  also  taken  much  testi- 
mony pointing  to  the  conclusion  that  the  majority  of  State  and  local 
law  enforcement  agencies  do  not  now  send  information  to  Washing- 
ton, even  when  they  have  it,  because  of  the  fear  of  disclosure  under 
the  Freedom  of  Information  Act. 

I  note  that  a  recent  report  bv  the  Comptroller  General  to  the  Con- 
gress of  the  United  States  dealing  with  the  investigation  of  Federal 
employees  had  this  to  say  about  restriction  of  access  to  local  law  en- 
forcement records,  and  I  quote : 

Due  to  legal  constraints  and  nonresponses  to  inquiries,  CSC  cannot  check 
some  local  enforcement  records,  even  though  the  check  is  required  by  Execu- 
tive Order  10450.  By  September  1976.  the  Chicago  area  had  stopped  sending  to 
law  enforcement  agencies  in  New  York,  California,  Minnesota,  New  Mexico, 
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Massachusetts,  and  Illinois,  and  80  cities  in  other  States,  because  the  agencies 
refused  to  release  criminal  information  to  CSC.  Some  of  the  larger  cities  are 
Detroit,  Indianapolis,  and  Washington,  D.C.  Thus,  an  investigation  cannot  sur- 
face criminal  information  on  individuals  who  reside  in  these  areas,  unless  the 
information  is  also  on  file  with  the  FBI. 

Was  this  quotation  an  accurate  representation  of  the  situation  in 
September  1976? 

Mr.  Campbell.  Yes;  it  was. 

Senator  Thurmond.  Has  the  situation  improved,  or  has  it  gotten 
worse  since  September  1976? 

Mr.  Campbell.  It  certainly  has  not  improved.  Has  it  gotten  worse, 

Mr.  Drummond? 

Mr.  Drummond.  It  has  not  gotten  worse.  Washington,  D.C,  is  men- 
tioned, and  it  is  true  that  at  that  time  we  were  not  getting  record 
information  from  the  Washington  Metropolitan  Police  Department. 
However,  we  now  are  now  getting  it  in  personally  investigated  cases. 

In  March  1976,  through  the  cooperation  of  the  International  Asso- 
ciation of  Chiefs  of  Police,  thny  published  in  thoiv  macm/lne  the  fact 
that  we  do  have  access  to  police  records,  and  that  the  Law  Enforce- 
ment Assistance  Administration,  in  revising  their  regulations, 
pointed  out  that  their  regulations  pertaining  to  the  dissemination  of 
criminal  justice  information  did  not  preclude  the  Civil  Service 
Commission  from  getting  it. 

So  this  publication  which  goes  to  most  of  the  chiefs  of  police  in 
the  country  also  helped  open  up  some  records,  Senator  Thurmond, 
but  we  are  denied  access  in  certain  jurisdictions.  For  example,  the 
State  of  ISIassachusetts  has  a  law  which  provides  that  only  recog- 
nized criminal  justice  agencies  may  get  police  information.  At  one 
time  we  were  recognized  by  the  board  up  there,  but  they  withdrew 
this  recognition,  and  we  can  no  longer  get  criminal  justice  informa- 
tion from  the  State  of  Massachusetts,  except  by  going  to  the  courts. 

As  the  chairman  pointed  out,  we  do  not  think  it  has  gotten  much 
better,  but  we  are  making  progress  with  respect  to  individual  juris- 
dictions. 

Mr.  ScHULTZ.  Are  you  suggesting  that  the  Washington  Police  In- 
telligence Bureau  has  reactivated  its  staff,  or  are  you  just  saying  that 
you  are  now  getting  information  from  them? 

Mr.  Drummond.  No  ;  I  am  not  saying  that.  I  am  not  referring  to 
intelligence  information ;  I  am  referring  to  checking  a  name  against 
police  records  to  find  out  if  there  was  any  arrest  or  conviction. 

Mr.  ScHULTZ,  I  wanted  to  be  sure,  because  Deputy  Chief  Rabe 
testified  in  June  of  1976  that  their  intelligence  section  had  been  re- 
duced from  20  to  about  2  employees. 

Mr.  Drummond.  I  am  merely  referring  to  police  records  and  not 
intelligence  information. 

Mr.  ScHULTZ.  Thank  you  for  the  verification. 

Senator  Thurmond.  You  would  agree  that  the  starting  point  of 
any  intelligence  operation  relating  to  personnel  security  for  Federal 
employment  would  be  the  establishment  of  criteria  or  guidelines. 
In  short,  it  does  not  mean  to  say  wo  cannot  afford  to  employ  disloyal 
elements.  You  have  to  have  some  kind  of  criteria  for  your  intelli- 
gence efforts  that  enables  you  to  make  these  determinations  as  to 
what  kind  of  affiliation  and  what  kind  of  activity  constitutes  proper 
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cause  for  believing  that  the  applicant  in  question  may  not  be  loyal 
to  the  United  States,  or  may  be  committed  to  the  subversion  of  the 
U.S.  Government.  Would  you  not  agree  to  that? 

Mr.  Campbell.  I  certainly  would  agree  that  there  must  be  criteria 
b}'  which  those  judgments  are  made. 
^  Senator  Thtjrmond.  Do  you  have  such  criteria  today  ? 

]Mr.  Campbell.  No,  sir,  we  do  not. 

Senator  Ttittrmond.  Is  it  accurate  that  the  Civil  Service  Commis- 
sion, some  time  ago,  ruled  that  applicants  for  Federal  employment 
could  not  be  asked  whether  they  are  or  have  been  members  of  the 
Communist  Party  or  other  organizations  that  are  committed  to  the 
violent  overthrow  of  American  society,  or  whose  sympathies  lie  with 
a  government  other  than  the  U.S.  Government?  And  is  it  accurate 
that  the  Civil  Service  Commission,  a  few  months  ago,  ruled  that 
such  questions  may  not  be  asked  even  of  applicants  for  sensitive 
positions  ? 

!Mr.  Campbell.  Yes,  it  is  true  that  we  were  advised  by  counsel  that 
in  relationship  to  the  protections  in  the  Privacy  Act,  such  questions 
were  inappropriate. 

Senator  Thuemoxd.  Upon  whose  advice  was  that? 

]Mr.  Campbell.  The  Counsel  of  the  Civil  Service  Commission. 

Senator  Thurmond.  Was  that  checked  with  the  Justice  Depart- 
ment? 

Mr.  Campbell.  We  took  the  action,  and  in  the  process  of  taking 
tlie  action,  directed  that  the  following  agencies  be  contacted  for  their 
judgments  abovit  it.  Those  agencies  are :  Treasury  Department,  State 
Department,  National  Security  Administration,  Defense  Department, 
the  Energy  Department,  Justice  Department,  and  the  Nuclear  Regu- 
latory Commission. 

We  are  now  awaiting  responses  from  them  relative  to  their  views 
of  this  action. 

Senator  Thurmoistd.  If  you  cannot  ask  questions  designed  to  elicit 
such  information,  does  this  not  mean,  in  effect,  that  it  would  not  be 
proper  to  include  such  information  in  your  reports  or  intelligence 
files? 

Mr.  Drummond.  The  action  taken  by  the  Commission  in  directing 
that  questions  relating  to  organizational  membership  on  the  Stand- 
ard Form  86 — our  security  form — was  taken,  one,  because,  as  they 
were  currently  worded  on  the  application,  it  was  the  opinion  of  the 
General  Counsel  that  they  were  unconstitutional.  These  questions 
have  been  on  there,  unchanged,  since  back  in  the  1960's. 

There  have  since  been  a  number  of  court  decisions  which  the 
General  Counsel  felt  caused  the  questions  not  to  meet  the  test  of 
constitutionality. 

So  the  Comniission  action  in  directing  that  they  not  be  answered — ■ 
and  as  Chairman  Campbell  has  pointed  out — was  that  those  ques- 
tions, as  they  are  now  worded,  should  not  be  answered,  and  before 
new  questions  are  developed,  if  in  fact  there  is  a  need,  the  advice  of 
counsels  of  the  agencies  he  mentioned  should  be  secured,  first,  to 
ascertain  whether  or  not  a  question  can  be  framed  that  would  meet 
the  constitutional  test;  and  two,  whether  or  not  it  would  be  good 
public  policy  to  continue  the  questions. 
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]\Ir.  SciiuLTZ.  Again,  this  was  the  Counsel  for  the  Civil  Service 
Commission  ? 

Mr.  Drummond.  Yes,  sir. 

Senator  Thurmond.  Can  you  still  ask  questions  and  make  intelli- 
gence notations  relating  to  membership  in  the  Community  Party  or 
in  Marxist  revolutionary  organizations  like  the  Trotskyitss  or 
Maoists? 

Mr.  Drummond.  Yes.  Our  investigators  really  have  not  changed 
the  nature  of  their  questioning  because  of  the  Privacy  Act.  We  still 
ask  the  questions.  Of  course,  we  do  not  ask  a  witness  if  the  subject 
was  a  member  of  the  Communist  Party.  We  ask  whether  or  not  they 
know  of  any  organizational  affiliations. 

We  can  still  ask  these  questions.  However,  it  is  what  goes  in  our 
report  of  investigation  that  is  important  in  terms  of  the  Privacy  Act. 

Senator  Thurmond.  I  am  aware  of  the  Supreme  Court  decision  of 
which  you  speak.  The  question  in  my  mind  is  whether  the  interpre- 
tations that  have  been  placed  on  the  Supreme  Court  decision  do  not 
actually  go  beyond  the  intent  of  this  decision. 

Let  me  ask  you  a  series  of  questions  bearing  on  this  point. 

Is  it  your  contention  that  the  Supreme  Court  decision,  in  effect, 
bans  intelligence  gathering  or  making  intelligence  notations  about 
membership  in  the  Communist  Party  and  other  organizations  com- 
mitted to  the  unlawful  overthrow  or  violent  change  of  our  Gov- 
ernment ? 

Mr.  Drummond.  I  do  not  think  that  the  Supreme  Court  decision 
would  preclude  us  from  maintaining  in  our  records  information  with 
respect  to  over  acts  of  an  individual  who  is  a  member  of  any  of  these 
organizations. 

But  I  think  both  the  Privacy  Act  and  court  decisions  preclude  our 
maintaining  in  our  files  the  mere  fact  that  an  individual  is  a  member 
of  one  of  these  organizations  with  no  information  to  show  that  he 
has  committed  any  unlawful  acts. 

Swiator  Thurmond.  Apart  from  not  asking  any  questions,  would 
you  consider  it  proper  to  receive  intelligence  that  an  applicant  for 
Federal  employment  was  an  active  member  of  the  Communist  Party 
and  put  tliis  information  into  your  own  intelligence  files? 

Mr.  Drummond.  If  we  received  this  information  during  the  course 
of  our  investigations,  it  would  prompt  us  at  that  time  to  refer  the 
case  to  the  Federal  Bureau  of  Investigation  for  further  full  field  in- 
vestigation on  their  part.  This  would  be  in  accord  with  Executive 
Order  10450. 

Whatever  their  investigation  produced  would  then  be  reviewed  by 
us  prior  to  sending  it  to  the  agency  for  which  we  were  conducting 
the  investigation. 

If  the  investigation  develojjed  information  that  these  people  were, 
in  fact,  involved  and  had  either  committed  certain  acts  or  acted 
contrary  to  law,  we  would  then  forward  it  on  to  the  Agency. 

If,  however,  as  I  mentioned  before,  the  total  investigation  merely 
showed  membership  in  an  organization  without  any  illegal  acts  or 
any  other  adverse  information  pertaining  to  that  membership,  we 
think  that  the  Privacy  Act  precludes  us  from  maintaining  that  in- 
formation in  our  files. 


217 

ISIr.  ScHULTZ.  If  I  understand  what  you  are  saying,  an  allegation 
of  mere  membership  would  go  no  further,  and  you  would  not  main- 
tain it  in  your  files 

Mr.  Drummoxd.  If  the  total  investigation  developed  that  it  was 
mere  membership. 

Mr.  ScHULTZ.  An  allegation  of  membership  along  with  an  overt 
act  would  result  in  further  investigation.  Is  that  correct? 

Mr.  Drummond.  No.  You  could  have  the  investigation  prompted 
just  l>v  the  membership.  But  the  question  then  is  what  do  you  main- 
tain in  the  files  ?  If  all  we  have  is  the  fact  that  an  individual  was  a 
member  of  an  organization,  to  maintain  that  alone  in  our  file  after 
investigation  has  failed  to  develop  any  further  information  would 
amount  to  maintaining  records  on  how  people  exercise  their  first 
amendment  rights,  and  this  is  precluded  by  the  Privacy  Act. 

]Mr.  ScHULTZ.  This  is  true  for  whatever  level  of  employment  the 
applicant  is  being  considered  ? 

]\Ir.  Drummond.  That  is  true. 

Senator  Thurmond.  And  you  would  not  maintain  in  your  files  the 
information  that  a  man  is  a  member  of  the  Communist  Party  or  any 
organization  that  stands  for  the  violent  overthrow  of  our  Govern- 
ment. Mere  membership  would  not  be  enough  to  allow  you  to  put 
that  in  your  files — you  would  have  to  have  some  overt  act? 

Mr.  Drummoxd.  Yes.  We  would  have  to  have  something  more  than 
the  mere  membership. 

Mr.  ScHULTz.  What  is  the  threshold  of  proof  ? 

Mr.  Drummoxd.  First  of  all,  we  do  not  conduct  loyalty  investiga- 
tions, as  such.  We  conduct  investigations,  and  when  a  question  of 
loyalty  or  any  of  the  issues  as  set  forth  in  Executive  Order  10450 
come  up,  we  refer  to  the  Federal  Bureau  of  Investigation. 

The  Federal  Bureau  of  Investigation  conducts  further  investiga- 
tion and  then  gives  us  the  results  with  any  assessment.  The  only 
thing  I  would  have  to  say  is,  if  there  is  then  even  a  question  that 
in  connection  with  this  membership  this  individual  could  be  thought 
possibly  to  do  some  act  contrary  to  the  interests  of  the  Government, 
we  would  forward  that  on.  But  in  the  absence  of  any  information  or 
indication  whatsoever,  other  than  mere  membership,  we  feel  that  we 
cannot  maintain  that  in  our  files. 

Mr.  ScHULTZ.  Would  such  intelligence  relating  to  membership  be 
part  and  parcel  of  the  suitability  aspect  in  considering  an  applicant 
for  employment? 

Mr.  Drummond.  One  of  our  suitability  disqualifications  is  reason- 
able doubt  as  to  loyalty  of  the  individual  to  the  Government. 

As  pointed  out  in  the  answers  to  the  questions,  there  has  not  been 
an  individual  removed  from  Federal  service  or  denied  appointment 
to  the  Federal  service  on  the  basis  of  reasonable  doubt  as  to  loyalty, 
during  the  past  10  years. 

As  a  matter  of  fact,  from  1956  to  1968  there  were  only  12  appli- 
cants denied  employment  and  4  appointees  removed  from  employ- 
ment on  the  basis  of  reasonable  doubt  as  to  loyalty. 

From  1968  to  the  present,  there  has  l^een  none. 

Mr.  ScHULTZ.  Do  you  find  that  significant? 

Mr.  Drummond.  No.  I  think  perhaps  I  should  clarify  the  1956  to 
1968  statistics. 
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There  were  510  applicants  whose  loyalty  may  have  been  questioned 
in  addition  to  those  12,  but  they  were  removed  on  other  suitability 
grounds.  This  could  have  been  for  criminal  conduct.  It  could  have 
been  because  of  delinquency  or  misconduct  in  prior  employment. 

Nevertheless,  there  was  a  loyalty  question,  but  CSC  chose  to  use 
other  suitability  grounds  for  their  removal,  resulting  in  only  12 
being  removed  because  of  reasonable  doubt  as  to  loj^alty. 

I  think  the  reason  for  this  is  that  there  has  been  a  reluctance  over 
the  whole  history  of  the  security  program  to  stigmatize  some  indi- 
vidual with  the  disloyalty  label  when  there  is  some  other  way  in 
which  he  can  be  removed  or  denied  employment.  I  think  this  is 
general  knowledge. 

Mr.  ScHULTZ.  Are  you  suggesting  that  what  we  cannot  do  by 
loyalty  we  can  do  it  by  suitability  ? 

Mr.  Drummond.  I  am  not.  I  think  this  is  clearly  unethical.  If 
there  is  a  legitimate  question  of  loyalty,  it  should  be  explored,  and 
if  the  result  of  that  exploration  tends  to  prove  that  the  individual  is 
a  threat  to  the  securit}'  of  the  country,  I  think  he  should  be  denied 
employment  or  removed  with  full  due  process. 

But  I  do  not  think  we  should  use  other  ways  of  getting  rid  of  them 
when  we  cannot  use  the  reasonable  doubt  of  loyalty  disqualification, 
if  the  person  is  otherwise  suitable. 

Mr.  SoKULTz.  Suitability  is  very  broad? 

Mr.  Drummond.  It  is. 

Mr.  SciiULTZ.  Mr.  Campbell,  in  your  opening  statement  you  men- 
tioned the  prohibition  on  maintaining  information  with  respect  to 
how  a  person  exercises  guaranteed  rights.  I  know  you  would  not 
want  to  clutter  up  your  files  with  information  about  membership  in 
the  American  Legion,  the  Kiwanis,  and  such,  but  is  there  not  a  real 
distinction  from  such  organizations  and  organizations  like  the  KKK 
and  the  American  Nazi  Party.  Would  you  not  add  that  to  your  files? 

Mr.  Campbell.  It  is  our  interpretation  that  the  court  decisions 
and  the  law  provide  protection  for  those  kinds  of  memberships  in 
the  same  way  as  it  does  for  other  types  of  memberships,  and  the 
crucial  issue  is  "overt  acts"  as  opposed  to  membership. 

Mr.  Drummond.  Could  I  add  one  thing  to  that  ? 

I  think  it  is  also  a  question  of  the  nature  of  the  position.  I  think 
Senator  Thurmond  alluded  to  this,  but  you  mentioned  specifically 
the  KKK. 

If  the  individual  was  being  considered  for  a  position  as  an  ac- 
countant, or  something  of  that  nature,  and  our  report  showed  only 
KKK  membership  it  should  not  appear  in  his  file. 

If  he  was  being  considered  for  the  position  of  Director  of  Equal 
Employment  Opportunity,  then  someone  might  want  to  know,  and 
this  has  nothing  to  do  with  security. 

Mr.  ScHULTZ.  It  is  not  a  case  of  "might  want  to  know'' — they 
ought  to  know. 

Mr.  Drummond.  That  is  why  I  say  the  nature  of  the  position 
should  have  some  effect  on  it.  But  the  general  rule  is  that  member- 
ship alone,  under  the  bans  as  imposed  by  the  Privacy  Act  with  re- 
spect to  maintaining  first  amendment  information  cannot  be  main- 
tained in  our  files. 
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ISIr,  ScHULTZ.  You  said  in  your  opening  statement  that  the  Com- 
mission interprets  section  (e)  (7)  of  the  Privacy  Act  as  a  prohibition 
nji-:iinst  i-eporting  any  organizational  or  affiliation  unless  the  subject 
of  investigation  in  connection  with  such  membership  engages  in  or 
advocates,  one,  the  denial  of  the  person's  rights  guaranteed  by  the 
Constitution ;  two,  the  overthrow  of  legally  constituted  units  of  Gov- 
ernment by  violent  means;  three,  the  commission  of  crimes  against 
person  or  property. 

Then  you  went  on  to  say  that  under  this  interpretation,  "We  will 
not  maintain  information  with  respect  to  mere  membership  in  any 
organization  unless  one  of  the  above  criteria  were  met." 
Let  me  just  pursue  that  a  little. 

If  an  applicant  belonged  to  the  KKK,  and  you  had  no  proof  that 
he  engaged  in  activities  himself  or  made  speeches  aimed  at  the  denial 
of  a  person's  rights  guaranteed  by  the  Constitutioai,  would  you  be 
able  to  receive  and  then  report  intelligence  about  his  membership  ? 

Mr.  Campbell.  The  question  is.  Would  we  be  able  to  receive  and 
re}:)ort  intelligence  on  his  activities? 
Mr.  ScHULTZ.  Yes. 

ISIr.  Campbell.  If  the  information  pertained  solely  to  membership 
and  nothing  more,  vre  would  not  furnish  it,  nor  would  we  make  it  a 
part  of  the  file. 
Mr.  ScHULTZ.  Did  you  say  it  would  not  be  passed  ? 
Mr.  Campbell.  The  inform.ation  would  not  be  provided,  if  it  per- 
tained solely  to  membership. 

Mr.  SciiULTZ.  I  have  a  similar  question  with  regard  to  membership 
in  the  Communist  Party. 

If  the  Civil  Service  Commission  has  information  that  he  is  a 
member  of  the  Communist  Party,  or  the  Trotskyites,  or  the  Maoists, 
but  he  has  not,  to  the  knov:lcdge  of  the  Commission,  engaged  in  any 
act  designed  to  bring  about  the  violent  overthrow  of  the  U.S.  Gov- 
ernment, nor  made  statements  concerning  such  overthrow,  is  it  your 
position  that  he  could  not  be  denied  employment,  nor  could  you 
report  anything  about  his  affiliation  in  the  Communist  Party  or 
other  Communist  organizations?  Is  that  correct? 
Mr.  Campbell.  Yes,  I  believe  that  is  correct. 

Mr.  ScHUT.TZ.  Suppose  an  applicant  was  a  member  of  the  Puerto 
Rican  Socialist  Party,  which  is  really  a  Castro  Communist  Party 
that  openly  acclaims  and  supports  the  terrorist  activities  carried  out 
by  tlie  Puerto  Rican  terrorist  organization,  the  FALX.  A  recent 
raid  on  a  Chicago  bomb  factory  established  that  members  of  the 
Puerto  Rican  Socialist  Party  have  actually  been  involved  in  terror- 
ist activities  of  the  FALjST.  The  Puei'to  Rican  Socialist  Party,  in 
addition,  supports  the  Castro  government  and  maintains  a  perma- 
nent office  in  Havana. 

Cnn  von  receive  reports  and  file  intelligence  on  his  membership  in 
the  Puerto  Rican  Socialist  Party,  and  does  such  membership  dis- 
qualifv  an  applicant  from  employment  in  a  non-sensitive  or  sensitive 
Governmeiit  position? 

^  Mr.  Campbell.  Standing  alone  as  mere  membership  the  informa- 
tion would  not  disqualify  him. 

IVIr.  ScHiTLTZ.  If  you  had  information  that  an  applicant,  setting 
aside  membership,  participated  in  a  violent,  revolutionary  act,  such 
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as  the  bombing  of  La  Guardia  Airport — I  am  not  saying  he  put  the 
dynamite  there  but  participated  in  the  project — would  that  consti- 
tute sufficient  criteria  to  eliminate  him  from  Government  employ- 
men  at  any  level? 

Mr.  Campbell.  Let  me  respond  and  then  Mr.  Drummond  will  re- 
spond also. 

Since  employment  decisions  are  made  by  the  departments  and 
agencies,  such  information  would  indeed  be  made  available  to  the 
department  or  agency  in  relationship  to  making  its  hiring  decision. 

Mr.  ScHULTZ.  The  ultimate  decision  would  be  made  by  the  depart- 
ment or  agency? 

Mr.  Drummond.  If  we  were  doing  the  investigation  for  them,  par- 
ticularlv  in  sensitive  cases — that  is  when  we  do  it  for  them — the 
emplojdng  agency  would  make  the  decision.  If  we  were  doing  it  for 
ourselves,  in  terms  of  determining  the  suitability  of  the  individual, 
certainly  the  information  would  be  part  of  the  file,  and  we  would 
make  the  determination,  based  on  the  information,  as  to  whether  or 
not  he  should  be  denied  employment  or  removed,  if  he  was  already 
an  appointee. 

Mr.  ScHULTZ.  I  know  you  stated  that  you  are  not  in  the  intelli- 
gence-gathering business,  but  let  me  preface  this. 

Many  times,  in  a  hostage  situation,  which  is  clearly  a  criminal  act — 
we  use  the  euphemism,  "terrorism,"  but  it  is  still  a  criminal  act — 
manv  of  the  groups  responsible  for  such  acts  publicly  claim  credit 
for  it.  Do  you  have  anv  records  of  these  types  of  organizations,  and 
do  you  record  in  your  files  organizations  who  claim  credit  for  terror- 
ist-tvpe  acts? 

Mr.  Drummond.  We  do  have  organizational  files,  as  was  indicated 
in  the  opening  statement.  To  the  extent  that  the  periodicals  we  sub- 
scribe to  and  newspaper  accounts  show  where  these  organizations 
have  claimed  credit  for  it,  yes,  it  would  be  kept  in  those  files. 

Mr.  ScHULTZ.  The  list  of  subversive  organizations  is  no  longer  in 
existence.  The  Justice  Department  stopped  putting  it  together.  Do 
they  provide  you  periodically  with  information  about  rcA^olutionary 
organizations  in  this  country? 

Mr.  Druinimond.  No;  they  do  not  provide  us  with  information 
unless  it  is  in  connection  with  us  checking  their  records  on  an  indi- 
vidual, and  if  there  is  anv  question  about  him  we  will  get  the  infor- 
mation fi'om  the  Justice  Department. 

But  the  Justice  DeDartment  does  not  pro\'ide  the  Civil  Service 
Commission  periodically  with  a  bulletin,  so  to  speak,  of  these  organi- 
zations. 

There  are  certain  agencies  in  the  Government  that  exchange  infor- 
mation of  this  nature,  but  we  are  not  one  of  them. 

Mr.  ScHUT.TZ.  Does  that  not  bother  you— that  you  do  not  have  that 
information?  If  you  were  asked  to  name  the  top  10  revolutionary 
organizations  in  the  United  States,  vou  would  have  no  way  of  know- 
inn*  who  they  were  except  on  an  individual  basis? 

Mr,  Drummond.  That  is  true,  sir,  but  I  think  our  function  at  the 
Civil  Service  Commission  is  different  from  the  intelligence-gather- 
ing agencies. 

We  conduct  personnel  security  investigations  on  individuals  and 
not  on  organizations.  We  rely  heavily  on  the  Federal  Bureau  of 
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Investigation  which  really  has  the  statutory  authority  for  internal 
security. 

To  the  extent  that  we  check  a  name  against  their  files,  if  that  indi- 
vidual has  had  any  activity  with  these  organizations,  we  should  get  it. 

But  I  think  if  you  check  with  the  Federal  Bureau  of  Investigation, 
you  will  find  that  the  Justice  Department  guidelines  issued  about 
11^  years  ago  have  seriously  curtailed  their  own  ability  to  inquire 
into  or  investigate  organizations. 

Mr.  ScHULTZ.  Can  you  assess  the  magnitude  of  the  independently 
developed  information  and  intelligence  developed  about  an  appli- 
cant^ In  other  words,  every  applicant  provides  you  with  references. 
You  go  out  and  corroborate  what  he  tells  you. 

I  assume  that  a  good  investigator  develops  indeiDcndent  informa- 
tion. He  develops  new  leads  for  himself.  Could  you  give  us  any 
measurement  of  this  independently  developed  information  and  how 
productive  it  is? 

Mr.  Drummond.  I  do  not  believe  I  understand  the  question. 

When  we  investigate  an  applicant  or  an  appointee,  the  investigator 
is  limited  in  terms  of  where  he  goes.  He  goes  to  the  place  of  em- 
ployment, to  neighbors,  and  to  people  who  know  the  individual  well, 
to  get  an  assessment  of  his  overall  character  and  reputation. 

The  information  reported  pertains  strictly  to  that  individual. 

If,  in  the  course  of  that  investigation,  he  finds  some  information 
we  feel  would  be  significant  for  our  use  or  for  that  of  another  Fed- 
eral agency,  we  would  secure  it  and  give  it  to  the  Federal  agency. 

But  in  terms  of  his  own  investigation,  we  are  limited  in  terms  of 
what  we  can  inquire  about  and  what  we  develop. 

Mr,  ScHULTZ.  I  think  you  misunderstood.  Where  a  man  lists  his 
employer,  school,  neighbors,  and  personal  references,  does  the  inves- 
tigator develop,  independently  of  those  people,  some  other  avenue  to 
find  information  about  the  applicant? 

Mr.  Campbell.  Excuse  me.  Certainly  the  investigator  follows  inde- 
pendent leads  as  a  result  of  the  leads  provided  him  by  the  potential 
employee. 

That  process  will,  indeed,  look  into  other  matters  that  are  not 
revealed  by  the  information  supplied  by  the  prospective  employee, 
or  the  current  employee. 

Mr.  ScHUL,TZ.  I  wonder  if  you  would  give  us  your  candid  opinion. 
Is  Executive  Order  10450  a  hollow  shell  that  is  really  meaningless 
and  outdated  ?  We  have  the  impression  that  we  do  not  have  a  really 
vibrant  loyalty  security  program. 

Mr.  Campbell.  Certainly  we  would  argue,  and  have,  that  there 
need  to  be  changes  in  the  Executive  order,  and  those  changes  should 
be  related  to  the  current  situation  in  this  field. 

As  far  as  the  Civil  Service  Commission  is  concerned,  we  are  not 
an  intelligence-gathering  organization,  nor  do  we  think  we  should 
become  one  in  relationship  to  our  function. 

As  far  as  our  investigative  work  is  concerned  relative  to  determin- 
ing suitability  of  people  for  Federal  employment,  we  are  satisfied 
that  the  constraints  under  which  we  operate  have  not  made  it  impos- 
sible for  us  to  provide  the  kind  of  information  that  employing 
agencies  need  in  order  to  make  good  personnel  decisions. 

26-358—78 i 
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Mr.  SciruLTZ.  Have  yon,  in  accordance  with  the  provisions  of 
Executive  Order  10450,  "made  some  studies  relating  to  the  deficien- 
cies, and  made  recommendations  relating  to  protecting  the  rights  of 
individuals  who  are  seeking  Government  employment? 

Mr.  Campbell.  I  would  like  to  ask  Mr.  Drummond  to  comment.  I 
would  only  say  that  in  relation  to  the  time  I  have  been  with  the 
Commission  we  have  consulted  closely  with  the  GAO  in  the  process 
of  their  examination  of  the  problems  in  this  field, 

Mr.  Drummoxd.  This  is  under  section  14  of  the  order  which  Sen- 
ator Thurmond  referred  to  earlier,  we  do  have  a  security  appraisal 
function  where  we  periodically  go  out  and  evaluate  agencies  in  terms 
of  the  manner  in  which  they  are  carrying  out  their  responsibilities 
under  the  order. 

We  do  this  and  then  report  to  the  head  of  the  agency. 

Executive  Order  10450  refers  to  i-eporting  to  the  National  Security 
Council.  This  order  was  issued  in  1953.  I  think  that  1954  or  1955  was 
the  last  time  anyone  reported  to  the  National  Security  Council. 

I  do  not  know  why  this  was  dropped.  My  unofficial  information 
is  that  somebody  said,  "Don't  report  unless  you  have  something  seri- 
ous to  report."  But  there  have  not  been  periodic  reports  to  the  Na- 
tional Security  Council. 

Mr.  ScHULTZ.  Are  you  called  upon,  as  a  lead  agency  in  implement- 
ing the  pi'ovisions  of  Executive  Order  10450.  to  guide  the  various 
heads  of  departments  and  agencies  who  are  implementing  their  own 
employee  security  programs? 

Mr.  DRUMaroND.  Yes:  we  work  closely  with  the  agencies'  security 
officers.  As  a  matter  of  fact,  one  of  the  subcommittees  of  our  Inter- 
agency Advisory  Group  deals  with  security  and  suitability,  and  Ave 
meet  frequently  with  them. 

For  example,  we  met  in  connection  with  the  questions  with  respect 
to  organizations  which  were  removed  from  the  standard  form  86  and 
currently  under  study. 

We  do  Avork  closely  with  the  agencies. 

Senator  Thtjrmoxd.  Would  a^ou  be  able  to  provide  this  subcom- 
mittee with  some  of  your  recommendations  for  legislation  or  for  the 
needs  of  closing  the  loopholes  in  Executive  Order  10450  so  we  might 
have  a  reliable  security/loyalty /suitability^  program? 

Mr.  DRUMM0>rD.  Yes. 

Senator  Thurmoxd.  Without  objection,  your  recommendations  will 
be  inserted  in  the  record  at  this  point. 

[The  Civil  Service  Commission  did  not  submit  to  the  subcommittee 
any  recommendations  in  its  own  name.  Mr.  Drummond.  hoAvever.  sub- 
sequentlv  submitted  for  the  record  a  copy  of  a  letter  dated  February 
16.'  197S;  from  Mr.  Alan  K.  Campbell  to  the  Hon.  Elmer  E.  Staats, 
Comptroller  General  of  the  United  States,  stating  the  Civil  Service 
Commission's  position  on  the  various  recommendations  to  Congress 
contained  in  the  General  Accounting  Office  report  of  December  16, 
1977,  titled  "Proposals  to  Eesolve  Longstanding  Problems  in  Inves- 
tigations of  Federal  Employees."  See  p.  228.] 

]Mr.  SciiuLTz.  In  connection  with  your  statement,  on  page  6 : 

Although  the  organizational  files  remain  at  the  present  the  Commission  has 
notified  GAO  that  it  will  adopt  the  GAO  recommendation  to  dispose  of  these 
files  also. 
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The  chairman  just  had  to  leave  briefly  for  another  meeting.  Before 
he  did  so,  he  asked  that  1  note  on  the  record  that  he  did  not  believe  that 
this  hearing  was  the  proper  forum  for  official  congressional  notice  of 
3'our  intent  to  destroy  those  files.  Senator  Thurmond  expressed  his 
opinion  that  he  hoped  you  would  reconsider  your  position  and  refra.n 
from  destroying  the  files. 
Mr.  Campbell.  Fine.  We  shall  not  assume  this  is  official  notice. 
Mr.  Short.  What  was  the  GAO  recommendation  ^ 
Mr.  Drummond.  The  GAO  recommended  that  we  either  get  author- 
ity from  the  Congress  to  maintain  these  organizational  files  or  dis- 
pose of  them.  The  Commission  feels  we  should  dispose  of  them  be- 
cause there  is  duplication  between  what  we  have  and  what  the  Fed- 
eral Bureau  of  Investigation  has. 

Mr.  ScHULTZ.  Your  authority  is  to  assign  responsibility  and  main- 
tain files? 

Mr.  Drummond.  We  did  not  speak  to  the  authority  in  our  response 
to  the  GAO  report.  I  would  imagine  the  general  housekeeping  stat- 
utes would  give  an  agency  the  authority  to  maintain  information  of 
this  sort,  if  they  so  chose. 

Mr.  ScHi  LTZ.  Mr.  Short  has  a  question. 

Mr.  Short.  Considering  the  individual  in  the  KKK,  that  fact 
would  not  be  entered  into  the  file.  We  seem  to  be  zeroing  in  here  on 
the  initial  application  for  employment. 

However,  take  the  example  of  the  individual  who  comes  on  board 
as  a  grade  5.  You  do  not  know  he  is  a  member  of  the  KKK,  and  later 
he  attains  a  grade  12  position  and  is  considered  for  the  EEO  job, 
but  no  one  at  that  point  would  know  it. 

Under  these  circumstances  don't  you  feel  that  this  information 
should  be  included? 

Mr.  Campbell.  It  seems  to  me  that  in  the  example  you  give,  the 
person  who  remained  in  the  agency  long  enough  to  go  from  a  grade 
5  to  12  would  become  quite  well  laiown  to  the  supervisors  and  fellow 
employees. 

If  the  KKK  membership  had  an  impact  on  attitude  and  behavior 
this  would,  indeed,  become  known  in  the  promotion  process  which  is 
a  complex  one. 

Therefore,  the  membership  information  would  be  less  useful  at 
that  point  than  it  is  at  the  point  of  initial  employment. 

Mr.  Short.  I  would  hesitate  there,  but  I  can  see  the  point  you  are 
making. 

Mr.  ScHijLTZ.  I  think  it  is  obvious  that  if  you  can  stop  someone  at 
the  first  instance  who  should  not  be  a  Government  employee,  it  is 
far  better  than  to  have  him  on  the  rolls  for  10  years,  and  then  inves- 
tigate. Is  that  what  you  said? 

Mr.  Campbell.  What  I  am  saying  is  that  the  degree  to  which  a 
mere  membership  influences  a  person's  abilit}-  to  do  the  job  becomes 
known  in  the  course  of  that  employment — evidence  of  that  kind — is 
much  more  valuable  in  making  decisions  than  the  sort  of  informa- 
tion that  would  be  available  at  the  time  of  hiring. 

Mr.  Martin.  There  has  been  a  lot  of  decisions  on  the  Privacy  Act 
and  the  Freedom  of  Information  Act.  Most  laws  and  even  Supreme 
Court  decisions  are  open  to  a  variety  of  interpretations  within  cer- 
tain limits,  but  there  is  some  latitude  on  how  they  can  be  interpreted. 
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You  can  give  them  a  strict  interpretation,  or  you  can  seek  a  more 
flexible  interpretation. 

I  must  say  that  I  have  the  impression  from  what  has  been  said 
here  today  that  the  Civil  Service  Commission  has  always  construed 
the  laws  of  the  Supreme  Court  in  the  least  flexible  manner  from  the 
standpoint  of  maintaining  a  sound  employee  security  program. 

For  example,  the  Supreme  Court  decision,  as  I  understand  it,  has 
ruled  that  a  person  cannot  be  denied  employment  by  the  Federal 
Government  on  the  basis  of  mere  membership  in  the  organizations 
we  spoke  about. 

The  Supreme  Court  decision,  however,  did  not  say  that  an  appli- 
cant for  Federal  employment  cannot  be  denied  employment  at  any 
level  based  on  mere  membership. 

I  hear  that  in  Great  Britain  applicants  for  employment  by  the 
Government  or  people  employed  by  the  Government,  if  they  are  dis- 
missed on  security  grounds,  are  transferred  to  another  position  in 
the  Government  which  gives  them  equal  compensation.  They  have  a 
right  to  Government  employment,  but  not  to  any  position  in  Gov- 
ernment. 

You  have  recently  revised  your  questionnaire  form  for  applicants 
for  employment  in  sensitive  positions  in  a  manner  to  conform  with 
the  questiomiaire  form  you  use  for  applicants  for  nonsensitive  posi- 
tions. Questions  relating  to  membership  in  Communist  organizations 
or  other  totalitarian  organizations  have  been  eliminated  in  the 
questionnaire  that  applicants  for  sensitive  positions  are  required  to 
fill  out. 

The  question  in  my  mind  is  whether  this  does  not  go  a  little  beyond 
the  intent  of  the  Supreme  Court.  Was  this  really  necessary'^  Or 
should  it  not  have  been  tested  in  the  courts  by  the  Civil  Service 
Commission,  before  the  Civil  Service  Commission  construed  the 
Supreme  Court  decision  as  meaning  precisely  this? 

Mr.  Campbell.  Without  getting  into  a  discussion  of  whether  we 
are  strict  constructionists  or  not  in  relation  to  decisions,  it  is  again  a 
matter  of  interpretation,  as  you  suggest. 

We  are  consulting  with  fellow  agencies  as  to  their  views  on  this 
matter,  but  the  position  we  have  taken  is  one  which  we  believe  is 
consistent  with  the  Supreme  Court  cases. 

Mr.  Martin.  But  is  it  consistent  wdth  good  security  practices  ? 

Mr.  Campbell.  That  is  a  policy  question. 

I  believe  that  living  up  to  that  decision  does  not  eliminate  the 
possibility  of  good  security  practices. 

Mr.  Martin.  Going  a  little  further,  as  you  have  interpreted  the 
Supreme  Court  decision  and  the  first  amendment  requirements  of  the 
Privacy  Act,  an  applicant  cannot  be  denied  Federal  employment  mi- 
less  it  has  been  established  that  he  has  engaged  in  unlawful  activi- 
ties, or  ho  i.s  fiiily  av/are  of  the  unlawful  activities  conducted  or 
planned  by  the  organization  to  which  lie  belongs. 

Could  this  not  be  construed  as  meaning  that  an  applicant  can  be 
denied  employment  if  the  evidence  available  gives  serious  reason  for 
believing  that,  in  joining  the  KKK,  or  the  Communist  Party,  or 
or  other  extremist  organization,  the  applicant  did  have  full  knowl- 
edge of  the  aims  and  methods  to  which  these  organizations  were 
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committed — I  would  say  that  this  is  a  reasonable,  commonsense  inter- 
pretation of  their  membei^hip  in  such  organization — or  if  the  avail- 
able evidence  gives  serious  reason  for  believing  that  the  applicant 
had  engaged,  or  was  planning  to  engage  in,  or  was  closely  associated 
with  others  who  had  engaged  in  violent  acts  against  society,  or  were 
working  to  bring  about  the  violent  overthrow  of  society? 

The  point  is,  What  degree  of  proof  is  required?  Do  you  have  to 
have  the  kind  of  proof  that  would  stand  up  in  court?  As  you  know, 
law  enforcement  agencies  frequently  have  intelligence  that  satisfies 
them  completely  that  a  person  is  guilty  of  espionage  or  even  murder, 
but  they  do  not  have  the  kind  of  information  that  would  stand  up  in 
a  court  of  law. 

How  much  proof  do  you  have  to  have  before  you  can  decide  that 
an  applicant's  membership  in  an  organization  does  constitute  a  lia- 
bility which  the  Federal  Government  cannot  assume  in  terms  of  his 
prospective  conduct  and  loyalty  to  the  Government? 

Mr.  Campbell.  Certainly  the  kind  of  proof  required  is  not  the  kind 
that  would  be  required  in  a  court  of  law. 

However,  we  firmly  believe  that  if  we  have  information  of  mem- 
bership, if  that  membership  goes  beyond  mere  membership  in  terms 
of  advocacy  or  action  that  can  be  found  through  investigative  meth- 
ods we  would  so  report  and  maintain,  but  to  rely  on  mere  member- 
ship is  not  consistent  with  first  amendment  protections. 

Mr.  Martin.  Is  not  mere  information  about  membership  the  be- 
ginning of  any  information  about  activities  pursued  as  a  result  of 
this  membership? 

Mr.  Campbell.  There  is  no  question  that  membership  will  mean 
that  one  will  delve  into  the  matter  to  determine  whether  the  kind  of 
behavior  resulting  from  membership  is  related  to  potential  employa- 
bility. 

Mr.  ScHULTz.  Mr.  Campbell  and  jSIr.  Drummond,  we  thank  you  very 
nuich  for  your  assistance  this  morning. 

We  regret  we  could  not  have  a  full  panel  to  honor  your  presence 
this  morning. 

We  will  stand  adjourned. 

Mr.  Campbell.  Thank  you  very  much. 

[Whereupon,  at  11 :50  a.m.,  the  hearing  was  adjourned,  subject  to 
the  call  of  the  Chair.] 

[The  following  material  was  subsequently  supplied  for  the  record :] 

U.S.  Senate, 
Committee  on  the  Judiciary, 
Washington,  B.C.,  October  6,  1977. 
Hon.  Alan  K.  Campbell, 
Chairman,  U.S.  Civil  Service  Commission, 
Washington,  B.C. 

Dear  Commissioner  Campbell  :  I  am  writing  to  invite  your  appearance  before 
the  Senate  Subcommittee  on  Criminal  Laws  and  Procedures  in  connection  with 
the  Subcommittee's  inquiry  concerning  the  erosion  of  law  enforcement  intelli- 
gence capabilities  and  its  impact  on  the  public  security. 

The  Criminal  Laws  Subcommittee  has  already  held  a  number  of  hearings 
on  this  subject,  continuing  the  work  of  the  former  Senate  Subcommittee  on 
Internal  Security.  In  the  course  of  these  hearings,  testimony  was  received 
from  Mr.  Stuart  Knight,  Director  of  the  U.S.  Secret  Service;  Mr.  Peter 
Bensinger,   Director   of   the   Drug   Enforcement   Administration;    Mr.    Robert 
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L.  Chasen,  Commissioner,  U.S.  Customs  Service;  Mr.  Laurenf«e  Silberman, 
former  Deputy  Attorney  General ;  Mr.  Eugene  Rossides,  former  Assistant 
Secretary  of  the  Treasury,  and  from  numerous  law  enforcement  officers  at  the 
state  and  local  level,  as  vt-ell  as  a  panel  of  security  experts  from  private 
industry. 

Enclosed  for  your  information  is  a  brief  summary  of  the  hearings  which 
appeared  in  the  last  annual  report  of  the  Senate  Subcommittee  on  Internal 
Security,  and  also  copies  of  several  of  the  more  important  statements  that 
have  been  made  before  the  Subcommittee  on  Criminal  Laws  and  Procedures 
in  the  course  of  recent  hearings.  In  general,  this  testimony  points  to  the  con- 
clusion that  there  has  been  a  massive  destruction  of  intelligence  across  the 
country  and  that  the  free  exchange  of  intelligence  between  law  enforcement 
agencies  and  other  government  agencies,  which  used  to  be  taken  for  granted, 
simply  does  not  exist.  State  and  metropolitan  police  officials  have  told  the 
Subcommittee  that  they  send  very  little  information  to  Washington  these  days 
and  that  "Washington,  in  turn,  sends  very  little  information  to  them.  Mr.  11. 
Stuart  Knight  of  the  Secret  Service  testified  that  there  had  been  a  50-60  per 
cent  fall-off  in  the  intelligence  which  his  agency  was  receiving,  and  that  the 
qualitative  degradation  might  account  for  a  further  25  per  cent  reduction  in 
intelligence  input.  In  private  industry,  according  to  our  witnesses,  personnel 
security  has  been  grievously  hurt  by  their  Inability  to  conduct  background 
checks  on  applicants  seeking  sensitive  positions. 

In  the  case  of  your  Commission,  we  are  particularly  concerned  with  what 
impact  the  erosion  of  law  enforcement  intelligence  gathering  and  the  near- 
freeze  on  intelligence  sharing  has  had  on  the  implementation  of  the  Federal 
loyalty-security  program.  Among  other  things  we  would  like  to  discuss  with 
you  are : 

(1)  the  degree  of  cooperation  you  are  now  receiving  from  local,  state,  and 
federal  agencies,  and  how  this  compares  with  the  cooperation  you  were  re- 
ceiving prior  to  the  enactment  of  the  Freedom  of  Information  and  Privacy  Acts. 

(2)  any  difficulties  you  may  be  encountering  in  conducting  Civil  Service 
Commission  investigations  of  applicants  for  federal  positions,  as  a  result  of 
restrictions  imposed  by  the  Freedom  of  Information  and  Privacy  Acts. 

(3)  the  magnitude  of  the  problem,  if  any,  with  which  the  Civil  Service 
Commission  has  had  to  contend  relating  to  the  processing  of  requests  for  in- 
formation under  the  Freedom  of  Information  and  Privacy  Acts.  (I  shall  be 
sending  you  a  series  of  detailed  questions  on  this  matter,  so  that  your  staff 
will  have  the  time  and  opportunity  to  research  the  answers.) 

(4)  the  impact  that  the  privacy  legislation  has  had  on  the  Civil  Service 
Commission's  ability  to  maintain  its  own  research  file.s — personal  and  organi- 
zational— for  security  purposes. 

I  have  designated  Richard   L.   Schultz,   Counsel,   to  handle  these  hearings, 
and  I  have  instructed  that  he  contact  your  office  for  the  purpose  of  arranging 
an  early  date  for  your  appearance. 
With  my  thanks  for  your  cooperation, 
Sincerely, 

James  O.  Eastlaxd, 

Chairman. 


U.S.   Senate, 
Committee  on  the  Judiciaky, 
Washington,  B.C.,  March  1,  19tS. 

Hon.  Alan  K.  Campbell, 

Chairman,   U.S.  Civil  Service  Commission, 

Washington,  B.C. 

Deab  Commissioner  Campbell:  Thank  you  for  your  appearance  before  the 
Senate  Subcommittee  on  Criminal  Laws  and  Procedures  on  February  9,  197S. 
Your  testimony  concerning  the  impact  that  the  erosion  of  law  enforcement  in- 
telligence has  had  on  your  ability  to  implement  the  Federal  Employee  Security 
Program  was  helpful  to  our  understanding  of  the  problem. 

In  all  frankness,  we  were  profoundly  disturbed  by  some  of  the  answers 
which  you  and  Mr.  Drummond  gave  in  the  course  of  your  testimony. 
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A  very  serious  question  is  raised  by  your  statement  that  "most  law  enforce- 
ment officials  personally  would  like  to  cooperate  with  us,  but  because  of  con- 
fusion resulting  from  different  interpretations  of  I.EAA  regulations,  Privacy 
Act  provisions  and  state  laws,  they  play  it  safe  by  declining  to  release 
information."  If  you  can't  get  information  from  local  law  enforcement  agen- 
cies, it  becomes  abundantly  clear  that  your  ability  to  do  meaningful  back- 
groiHid  checks  is  virtually  non-existent. 

Although  the  primary  focus  of  our  recent  hearing  was  on  the  impact  that  the 
erosion  of  law  enforcement  intelligence  has  had  on  the  public  security,  we  were 
particularly  disturbed  by  what  emerged  concerning  the  entire  state  of  our 
Federal  Loyalty-Security  Program. 

You  were  asked  whether  loyalty  to  the  United  States  Government  was  still 
a  condition  of  Federal  employment — and  you  replied  that  it  was.  You  next 
agreed  that  "The  starting  point  of  any  intelligence  operation  relating  to  personnel 
security  in  Federal  employment  vrould  be  the  establishment  of  certain  criteria 
Oi-  guldViines."  Eut  then  you  testified  that  you  did  not  have  any  such  criteria. 

Then  it  emerged  that  as  matters  now  stand  you  do  not  even  ask  questions  of 
applicants  for  sensitiA-e  positions  whether  they  are  or  have  been  members  of 
Communist  or  Nazi  or  other  totalitarian  or  violence-prone  organizations — that 
in  the  absence  of  an  overt  act,  mere  membership  in  such  organizations  would 
not  disqualify  a  person  for  Federal  employment.  In  the  course  of  the  ques- 
tioning, we  mentioned  quite  a  number  of  organizations — the  American  Com- 
munist Party ;  the  KKK :  the  American  Nazi  Party ;  the  Maoists ;  the  Trotsky- 
ists;  the  Prairie  Fire  Organizing  Committee — vvhich  publicly  supports  the 
terrorist  activities  of  the  Weather  Underground;  the  Puerto  Ricau  Socialist 
Party — which  similarly  supports  and  defends  the  violence  perpetrated  by  the 
Puerto  Rican  terrorists;  the  Jewish  Defense  League — which  engages,  in  its 
own  name,  in  acts  of  violence ;  and  the  Palestine  Liberation  Organization — ■ 
whose  American  affiliates  support  the  terrorist  acts  perpetrated  by  its  parent 
organization  in  other  countries.  The  same  answer,  apparently,  applied  to  all 
organizations :  In  the  absence  of  an  overt  act,  mere  membership  is  not  n  bar 
to  Federal  employment. 

On  the  question  of  mere  membership,  Mr.  Drummond  at  one  point  stated 
that,  if  it  were  discovered  that  an  applicant  was  a  member  of  the  KKK.  he 
probably  would  not  be  considered  suitable  for  a  job  with  the  Equal  Employ- 
ment Opportunities  Commission — although  his  membership  would  apparently 
be  no  bar  to  employment  in  other  government  positions,  even  sensitive  posi- 
tions. What  Mr.  Drummond  did  not  explain  was  how  you  could  possibly  tind 
out  that  an  applicant  was  a  member  of  the  KKK  if  you  cannot  ask  the  appli- 
cant or  those  who  know  him  any  questions  about  mere  membership  in  any 
organization.  Nor  did  Mr.  Drummond  offer  any  example  of  the  kind  of  employ- 
ment for  which  mere  members  of  the  many  other  organizations  of  the  far  left 
and  the  far  right  might  be  found  unsuitable. 

You  also  informed  the  Subcommittee  that  the  Index  Card  System  set  up  in 
the  forties  has  been  eliminated  "by  action  of  the  Commission",  pursuant  to 
Section  (e)  (7)  of  the  Privacy  Act;  and  that  you  have  notified  GAO  that  you 
"will  adopt  the  GAO  recommendation  to  dispose"  of  the  organizational  files 
which  still  remain  in  the  possession  of  the  Commission. 

In  the  light  of  this  information,  I  find  it  difficult  to  avoid  the  conclusion 
that  over  the  past  five  years  or  so,  without  the  knowledge  of  Congress  and 
contrary  to  statutory  requirement  and  the  Commission's  own  regulations, 
there  has  been  a  progressive  dismantling  of  the  Federal  Loyalty-Security  Pro- 
gram— until  today,  for  all  practical  purposes,  we  do  not  have  a  Federal  Em- 
ployee Security  Program  worthy  of  the  name. 

Your  statements  and  those  of  the  GAO  Report  on  the  contemplated  destruc- 
tion of  files  are  both  disturbing  and  confusing.  The  GAO  Report  on  page  vi 
said  "The  Commission  has  decided  to  destroy  its  security  files  on  alleged  sub- 
versive and  disloyal  activities."  I  note  that  this  went  somewhat  beyond  the 
recommendation  of  the  GAO  itself,  which  simply  suggested  that  the  Civil 
Service  Commission  "obtain  authorization  from  Congress  for  the  files  on 
alleged  subversive  and  radical  organizations,  or  delete  them."  Moreover,  when 
you  said  that  "the  Index  to  the  Security  Research  files  was  eliminated  pur- 
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suant  to  Section  (e)  (7)  of  the  Privacy  Act",  it  was  unclear  whether  they  have 
been  physically  eliminated  or  simply  locked  up,  or  whether  you  contemplate 
their  physical  elimination. 

We  ask  that  you  postpone  taking  any  irrevocable  action  with  regard  to  the 
files  currently  in  your  possession  until  Congress  has  had  an  opportunity  to 
consider  the  matter  and  make  a  finding. 

With  our  thanks  for  your  cooperation  in  this  matter. 

Sincerely, 

James  O.  Eastland, 

Chairman. 
Strom  Thurmond, 
Ranking  Minority  Member. 

U.S.  Civil  Service  Commission, 
Washington,  D.C.,  March  13,  191S. 
Hon.  James  O.  Eastland, 
Chairman,  Committee  on  the  Judiciary,  U.S.  Senate,  Washington,  D.C. 

Dear  Mr.  Chairman  :  During  my  appearance  before  the  Senate  Subcommittee 
on  Criminal  Laws  and  Procedures  on  February  9,  1978,  Mr.  Richard  Schultz 
of  your  staff  asked  if  the  Commission  would  provide  some  recommendation  for 
legislation  or  for  "shoring  up  the  holes"  in  Executive  Order  10450. 

1  am  attaching  a  copy  of  our  response  to  the  GAO  Report  titled  Proposals 
to  Resolve  Longstanding  Problems  in  Investigations  of  Federal  Employees. 
You  will  note  that  our  response  refers  to  the  fact  that  we  have  submitted  to 
the  OflBce  of  Management  and  Budget  a  proposed  new  Executive  Order  to  re- 
place E.O.  10450.  This  proposed  order  would  establish;  (1)  criteria  for  deter- 
mining sensitivity  of  positions,  (2)  the  scope  of  personnel  security  investiga- 
tions, and  (3)  areas  of  responsibility  for  implementation  and  management  of 
the  personnel  security  program.  The  proposed  order  would  require  the  De- 
partment of  Justice  to  issue  guidelines  for  the  referral  of  cases  to  the  Federal 
Bureau  of  Investigation  and  establish  criteria  for  the  use  of  the  information 
developed  by  these  investigations  in  the  adjudication  of  these  cases. 

Executive  Order  10450  is  twenty-five  years  old.  The  order  has  been  amended 
as  recently  as  1974  to  reflect  both  court  decisions  and  legislation,  but  there  is 
no  question  that  a  new  order  is  needed. 

A  viable  personnel  security  program  is,  in  a  very  large  sense,  dependent  upon 
the  governments  ability  to  collect,  maintain,  and  disseminate  information  perti- 
nent to  a  security  determination.  The  Privacy  Act  of  1974  is  specific  as  to  the 
type  of  information  that  may  be  collected,  and  also  speaks  to  the  use  of  the 
information  collected,  as  well  as  its  dissemination.  The  proposed  order  ad- 
dresses these  issues,  but  we  would  not  be  opposed  to  legislation  that  would 
provide  guidance  in  this  area,  particularly  the  whole  area  of  First  Amendment 
activity. 

We  appreciated  the  opportunity  to  testify  before  your  Subcommittee  and 
will  be  pleased  to  supply  any  additional  information  you  may  need. 
Sincerely  yours, 

Alan  K.  Campbeu:., 

Chairman. 

Enclosure. 

February  16,  1978. 
Hon.  Elmer  E.  Staats. 

Comptroller  General  of  the  United  States,  General  Accounting  Office,  Wash- 
ington, D.C. 

Dear  Elmer:  This  is  our  response  to  the  General  Accounting  Office  report 
on  Proposals  to  Resolve  Longstanding  Problems  in  Investigations  of  Federal 
Employees,  dated  December  16,  1977  (FPCD-77-64  B-132376).  The  response  is 
forwarded  in  accordance  with  the  Legislative  Reorganization  Act  of  1970  (31 
U.S.C.    1176). 

The  Act  requires  that  we  state  our  position  on  each  GAO  recommendation 
and  finding  of  deficiency  with  an  explanation  of  corrective  actions  taken.  Our 


229 

response  to  the  report  will  address,  in  order,  a  recommendation  to  the  Con- 
gress and  recommendations  to  the  Chairman,   Civil  Service  Commission. 

RECOMMENDATION    TO   THE    CONGRESS 

GAO  recommends  that  the  Congress  consolidate  into  one  law  the  authority 
to  investigate  and  judge  the  suitability  of  Federal  employees,  including  the 
potential  of  employees  in  sensitive  positions  to  impair  national  security.  We 
agree  that  such  consolidation  of  investigative  authority  is  needed.  Although  we 
have  no  objection  to  consolidation  through  legislation,  we  feel  that  it  can  best 
be  accomplished  by  direction  of  the  President.  We  concur  with  the  GAO  finding 
that  Executive  Order  10450  is  out  of  date.  However,  we  feel  that  its  short- 
comings have  only  become  apparent  in  retrospect  and  are  more  a  result  of 
changing  times  than  any  inborn  weakness.  We  believe  that  a  new  Presidential 
direction  building  on  10450's  strengths  and  eliminating  its  weaknesses  should 
be  suflBcient  foundation  upon  which  to  build  an  investigative  program. 

The  recommendation  speaks  to  the  consolidation  of  adjudicative  authority ; 
we  hold  that  the  Commission  should  judge  applicant  suitability,  with  agencies 
making  determinations  on  all  applicants  for  and  appointees  to  sensitive  posi- 
tions. This  division  of  adjudicative  authority  is  consistent  with  the  intent  of 
the  Civil  Service  Act  and  Executive  Order  10450.  The  Commission  recently  ap- 
proved the  assignment  of  suitability  evaluation  of  appointees  to  the  employing 
agenc.y.  This  action  was  taken  to  accommodate  the  responsibility  implied  in 
E.O.  10450,  and  because  we  believe  the  employer  is  in  the  best  position  to  weigh 
the  information  at  issue  against  the  duties  of  the  position  and  the  mission  of 
the  agency. 

As  part  of  its  recommendation,  GAO  suggested  several  specific  program 
areas  for  consideration  by  Congress : 

Congress  should  consider  restrictions  imposed  on  pei'sonnel  investigations  iy 
other  lau-8,  such  as  the  Privacy  Act  of  1974,  and  court  decisions  protecting 
individuals'  constitutional  rights 

There  is  a  need  for  review  in  this  area,  especially  with  respect  to  striking  a 
balance  between  the  constitutional  rights  of  the  individual  and  the  responsi- 
bilities and  needs  of  the  Government  as  an  employer.  The  Congress  or  the 
Attorney  General  should  attempt  to  reconcile  any  conflicts  between  the  intent 
and  application  of  the  restrictions,  and  prescribe  the  extent  to  which  informa- 
tion related  to  exercise  of  First  Amendment  rights  may  be  collected,  main- 
tained, disseminated,  and  used  in  the  adjudicative  process. 

Congress  should  consider  xrhether  CSC  should  investigate  occupants  of  non- 
sensitive  positions  only  to  determine  prior  criminal  conduct,  leaving  to  em- 
ploying agencies  the  responsibility  for  assessing  applicants'  efficiency 
The  requirement  of  employee  trustworthiness  demands  that  honesty,  integrity, 
loyalty,  and  general  fitness  receive  consideration,  even  for  nonsensitive  positions. 
Experience  shows  that  not  all  criminal  conduct  leads  to  prosecution ;  e.g.,  thiev- 
ing employees  are  fired  or  allowed  to  resign,  drug  or  alcohol  abusers  are  placed 
in  rehabilitation  programs,  etc.  A  great  deal  of  information  bearing  on  fitness  is 
furnished  by  sources  other  than  those  charged  with  enforcing  the  law. 

Congress  should  consider  (the)  need  to  define,  in  a  manner  acceptable  to  the 
courts,  disloyal  acts  which  should  bar  Federal  employment 

There  is  a  need  for  definitive  guidelines  in  the  area  of  investigating  and  adju- 
dicating information  with  loyalty  connotations.  We  would  welcome  any  defini- 
tions that  could  be  provided  by  Congress  or  the  Department  of  Justice. 

Congress  should  consider  the  scope  of  investigation  needed  for  the  several  levels 
of  security  clearances  granted  Federal  employees 
The  scope  of  any  personnel  security  investigation  is  directly  related  to  position 
sensitivity  and  job  requirements ;  it  should  therefore  be  set  by  the  investigative 
and  adjudicative  community  within  the  Executive  Branch.  A  proposed  Executive 
Order  to  replace  10450  provides  for  sensitivity  classification  of  positions  at  the 
department  or  agency  level,  gives  criteria  to  be  applied  in  designating  a  position 
as  sensitive,  and  allows  the  Civil  Service  Commission  to  prescribe  scope. 
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Congress  should  consider  wheiher  there  is  a  need  in  the  legislation  for  provisions 
to  aid  CSC  in  gathering  local  law  enforcement  information ;  e.g.,  reimbursing 
local  law  enforcement  agencies  for  supplying  information,  receiving  assist- 
ance from  Federal  law  enforcement  agencies,  or  clarifying  CSC's  legal  au- 
thority to  have  local  arrest  information 
We  woiild  welcome  assistance  in  obtaining  information  from  local  law  en- 
forcement agencies.  We  have  found  that  local  sources  provide  an  appreciable 
amount  of  actionable  information  not  recorded  elsewhere.  However,  our  access 
to  such  information  has  been  reduced  or  restricted  by  overzealous  application 
of  related  Federal  guidelines,  or  by  adoption  of  state  or  local  restrictions  on 
dissemination.  As  a  minimum,  state  and  local  agencies  should  be  made  aware 
of  CSC's  legal  authority  to  obtain  such  information.  Any  financial  consideration 
provided  to  state  or  local  agencies  should  be  in  the  form  of  grants  or  other 
assistance ;  direct  reimbursement  would  prove  too  costly. 

BECOMMENDATIONS   TO  THE  CHAIRMAN,   CIVIL   SERVICE  COMMISSION 

Recommendations  to  improve  employing  agencies'  consistency  in  classifying 

positions 

Establish  criteria  which  will  provide  agencies  clear  instructions  on  how   to 
classify  posillons  into  three  categories  based  on  whether  the  position  duties 
would  enable  an  occupant  to  have  (1)  a  materially  adverse  effect  on  national 
secttrity  and/or  a  materially  adverse  effect  on  other  national  interests,  (2)  a 
materially  adverse  effect  on  agency  operations,  or  (3)  no  materially  adverse 
effect  on  agency  or  national  interests.  These  classifications  should  then  be 
used  as  the  communication  tool  for  designating  the  scope  of  the  investigation 
needed,  the  responslMlity  for  adjudication,  and  the  need  to  disseminate  in- 
vestigative results 
The  term  "materially  adverse  effect"  appeared  in  the  first  proposed  Executive 
Order  to  replace  10450  but  was  not  included  in  the  rewrite,  the  feeling  being 
that  it  is  vague,  diflicult  to  define,  and  would  lead  to  confusion  in  classification 
and  designation.  The  rewrite  calls  for  two  classification  categories,  sensitive  and 
nonsensitive,  with  the  following  criteria  to  be  applied  in  designating  a  position 
as  sensitive : 

(1)  Access  to  information  classified  as  Secret  or  Top  Secret  under  Executive 
Order  11652 ; 

(2)  Duties  involved  in  the  conduct  of  foreign  affairs  ; 

(3)  Approval  of  plans,  policies  or  programs  which  affect  the  overall  opera- 
tions of  a  department,  agency,  or  organizational  component;  that  is,  policy- 
making or  policy-determining  positions ; 

(4)  Investigative  duties,  the  i.ssuance  of  personnel  security  clearances,  or  the 
making  of  personnel  security  determinations ; 

(5)  Duties  involved  in  approving  the  collection,  grant,  loan,  payment  or  other 
use  of  property  or  funds  of  high  value,  or  other  duties  demanding  the  highest 
degree  of  public  trust  and  confidence ; 

(6)  Duties  involved  in  the  enforcement  of  laws,  or  responsibilities  for  the 
protection  of  individuals  or  property ; 

(7)  Duties,  whether  performed  by  Federal  employees  or  contractors,  involved 
in  the  design,  operation  or  maintenance  of  Federal  computer  systems,  or  access 
to  data  contained  in  manual  or  automated  files  and  records  or  Federal  computer 
systems,  when  such  data  relates  to  national  security,  personal,  proprietary  or 
economically  valuable  information,  or  when  the  duties  or  data  relate  to  distribu- 
tion of  funds,  requisition  of  supplies  or  similar  functions  :  or 

(S)  Duties  involved  in  or  access  to  areas  which  have  a  critical  impact  on  the 
national  security,  economic  well-being  of  the  nation,  or  public  health  or  safety. 

Regardless  of  criteria,  the  placing  of  a  position  in  a  specific  designation  is  a 
iudgment  call ;  the  agency  is  in  the  best  position  to  make  it.  The  Civil  Service 
Commission  would  be  glad  to  provide  assistance  to  the  extent  it  is  able. 

Assign  nwre  people  to  the  review  of  agency  classifications  to  bring  about  con- 
sistent use  of  the  categories  and  thus  appropriate  investigations 
We  agree  that  this  part  of  our  function  needs  to  be  strengthened,  and  we 
anticipate  that  our  Security  Appraisal  staff  will  be  increased.  The  proposed 
Executive  Order  would  give  CSC  more  authority  in  this  area  and  would  require 
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that  agencies  implement  corrective  action  or  modification  prescribed  by  the 
Commission.  This  authority  is  not  currently  contained  in  Executive  Order  10450. 

Recommendations  to  insure  that  occupants  of  sensitive  positions  are 

properly  investigated 

Estahlish  controls  which  insure  that  xvritten  inquiries  are  responded  to  and  used 
for  adjudication 
Although  we  are  now  retaining  all  vouchers  and  using  them  in  the  adjudica- 
tive process,  we  cannot  insure  tliat  all  vouchers  sent  will  produce  response.  We 
cannot  require  response  from  those  reluctant  to  respond ;  nor  can  we  spend  the 
time  and  money  to  track  down  addressees  who  have  relocated. 

Estahlish  controls  which  insure  that  classifiable  fingerprints  for  the  FBI  check 
are  obtained 
AYe  have  requested  improvement  from  agencies,  we  are  curi-ently  offering 
training  in  this  area,  and  we  anticipate  that  a  95  percent  rate  of  proficiency  will 
be  met,  "We  will  monitor  agency  performance  to  identify  those  having  problems, 
however,  it  must  be  realized  that  many  aegncy  people  who  take  prints  are  less- 
than-expert  in  the  field.  We  do  not  feel  that  refusing  to  process  cases  until 
classifiable  prints  are  obtained  is  a  viable  alternative,  since  several  agencies 
grant  interim  clearance  on  the  basis  of  a  name  check  only. 

Estahlish  clear  criteria  for  determining  xchen-  cases  should  he  further  investi- 
f/atcd  to  obtain  completr  and  accurate  information  and  to  ascertain  if  a  pat- 
tern of  misconduct  is  continuing  or  if  rchahilitation  has  been  accomplished 
We  have  developed  criteria   to  l)e  used  in  making  a  determination  as  to 
whether  additional   investigation  should  be  accomplished ;  they  are  currently 
being  evaluated  and  we  anticipate  they  will  be  issued  in  early  April. 

Establish  controls  to  prevent  arbitrary  reductions  in  scope  of  investigations 

We  feel  that  the  consolidation  of  the  NAC/NACI  operation  and  the  applica- 
tion of  the  criteria  for  initiating  additional  investigation  will  insure  that  scope 
requirements  are  met. 

Recommendations  to  insure  that  loyalty  investigations  protect  the  interests  of 
the  Oovemment  and  the  rights  of  individuals 

Order  loyalty  investigations  only  when  .the  type  of  information  being  pursued 
will  be  disqualifying  if  verified 
We  agree  that  there  is  a  need  for  guidance  in  this  area.  The  proposed  Execu- 
tive Order  would  require  the  Department  of  Justice  to  issue  guidelines  for  the 
referral  of  cases  to  the  Federal  Bureau  of  Investigation  and  establish  criteria 
for  the  use  of  the  information  developed  by  these  investigations  in  the  adjudi- 
cation of  such  cases. 

Obtain  authorization  fro^m  the  Congress  for  the  files  on  alleged  subversive  and 
radical  organizations  or  destroy  the  files 
We  have  decided  to  dispose  of  all  our  organization  files. 

Recommendations  to  insure  that  the  investigative  information  collected  and 
disseminated  is  limited  to  only  that  which  is  needed 

Assume  complete  responsibility  for  adjudicating  past  conduct  in  making  suita- 
bility determinations  for  occupants  of  nonsensitive  positions  and  retain  the 
investigative  results 
The  Commission  has  approved  delegating  to  employing  agencies  the  responsi- 
bility for  evaluating  suitability  information  in  all  appointee  cases.  At  present, 
agencies  adjudicate  information  in  critical-sensitive  cases,  and  share  jurisdiction 
with  CSC  in  noncritical-sensitive  and  nonsensitive  cases.  Given  the  approved 
delegation,  the  question  remains  as  to  what  information  will  be  disseminated  to 
agencies ;  this  will  be  addressed  following  the  next  item. 

Assign    adjudication    responsibility   for   all    sensitive   positions    to   employing 
agencies 
We  endorse  this  recommendation  and  will  Issue  an  implementing  directive 
should  the  proposed  order  be  approved  with  its  sensitive/nonsensitlve  classiflca- 
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tion  provision.  As  indicated  above,  agencies  now  have  adjudicative  autliority,  by 
delegation  from  the  Commission,  in  critical-sensitive  positions. 

Establish  criteria  on  the  completeness,  accuracy,  and  age  of  infortnation  which 
can  be  used  by  CSV  for  adjudication  or  be  disseminated  to  an  cmployiivj 
agency  for  its  adjudication.  Also,  restrict  the  collection  of  information  to 
that  which  con  be  used 
Our  investigators  have  received  instructions  on  the  collection  and  reporting 
of  information  bearing  on  exercise  of  individual  rights.  We  are  reviewing  files 
established  before  the  Privacy  Act  prior  to  release  to  insure  that  First  Amend- 
ment information  is  not  disseminated.  In  addition,  vee  are  developing  guidelines 
to  be  used  in  making  a  determination  as  to  what  information  will  be  used  by  the 
CSC  or  released  to  agencies. 

When  needed  to  determine  the  qualifications  of  potential  appointees,  direct 
employing  agencies  to  make  appropriate  inquiries  of  prior  employment  and 
educational  sources 
Agencies  already  have  this  authority  in  the  case  of  applicants,  and  are  in- 
structed to  refer  all  investigative  information  to  the  Commission  when  request- 
ing an  NACI.  In  the  case  of  appointees,  qualifications  have  already  been  deter- 
mined ;  the  making  of  inquiries  is  a  required  part  of  suitability  screening.  Also 
to  be  considered  is  the  cost  factor;  the  cost  difference  in  processing  written 
inquiries  from  thousands  of  agency  installations  and  from  one  central  location 
(Boyers,  Pennsylvania)  would  be  enormous. 

In  summary,  we  agree  with  the  principles  contained  in  the  GAO  study.  We 
hope  that  the  recommendations  contained  therein  will  provide  the  impetus  for 
the  establishment  of  a  strong,  consistent,  and  equitable  personnel  investigations 
program. 

I  will  be  happy  to  supply  any  additional  information  you  desire. 
Sincerely  yours, 

Alan  K.  Campbell, 

Chairman. 


U.S.  Civil  Sebvice  Commission, 
Washington,  D.C.,  March  IS,  1978. 
Hon.  Strom  Thurmond, 
Committee  on  the  Judiciary,  U.S.  Senate,  Washington,  D.C. 

Dear  Senator  Thurmond  :  The  letter  of  March  1,  1978,  from  you  and  Senator 
Eastland,  requests  that  we  postpone  taking  any  action  with  respect  to  the  index 
to  the  Security  Research  Files  and  the  Files  fiemselves  until  Congress  has  had 
an  opportunity  to  consider  the  matter  and  make  a  finding. 

The  dismantling  and  destruction  of  the  index  was  approved  by  the  Commis- 
sion in  September,  1975,  just  prior  to  the  effective  date  of  the  Privacy  Act  of 
1974.  While  the  index  has  not  been  used  subsequent  to  September  27,  1975,  it 
could  not  be  destroyed  because  of  the  moratorium  on  the  destruction  of  records 
imposed  by  Senate  Resolution  21,  of  January  27,  1975.  This  moratorium  was 
lifted  on  December  21,  1977,  and  we  were  preparing  to  dispose  of  the  index  as 
well  as  the  source  material. 

In  our  judgment  the  index  does  not  meet  the  standards  of  relevancy,  accuracy, 
and  timeliness  required  by  the  Privacy  Act  of  1974,  and  its  continued  use  would 
violate  Section  (e)  (7)  which  provides  that  an  agency  shall  maintain  no  record 
describing  how  an  individual  exercises  rights  guaranteed  by  the  First  Amend- 
ment unless  expressly  authorized  by  statute  or  by  the  individual  about  whom 
the  record  pertains,  or  unless  pertinent  to  and  within  the  scope  of  an  authorized 
law  enforcement  activity. 

The  attached  decision  of  the  court  in  Gang  v.  Civil  Service  Commission  repre- 
sents the  consequences  that  attach  both  to  the  maintenance  of  untimely  informa- 
tion and  information  pertaining  to  the  exercise  of  First  Amendment  rights. 
Nevertheless,  we  will  not  destroy  or  dispose  of  the  index  or  source  material 
pending  further  discussion  with  your  staff. 

I  would  also  hope  that  our  respective  staffs  could  discuss  the  broader  issues 
set  forth  in  your  letter  to  assure  a  proper  understanding  of  what  we  interpret 
as  the  impact  of  the  Privacy  Act  of  1974  on  the  Federal  Employee  Loyalty/ 
Security  Program. 
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To  arrange  for  further  discussion  please  have  someone  on  your  staff  contact 
Robert  J.  Drummond,  Jr.,  telephone  632-6181. 
Sincerely  yours, 

Ar.AN  K.  Campbell, 

Chairman. 
Enclosure. 

Civil  Action  No.  70-1283 

(Filed  May  10,  1077) 

Robert  A.  Gang,  plaintiff, 

V. 

United  States  Civil  Service  Commission,  et  al.,  defendants. 
Memorandum  Opinion  and  Order 

This  matter  comes  before  the  court  on  the  parties'  cross  motions  for  summary 
judgment.!  Plaintiff  brings  this  action  under  the  Privacy  Act  of  1974,  5  U.S.C. 
§  552a,  seeking  damages  and  ancillary  injunctive  relief  for  defendants'  alleged 
violations  of  several  provisions  of  that  Act.  The  circumstances  surrounding  the 
institution  of  this  suit  came  to  a  head  when  plaintifE  unsuccessfully  applied  for 
employment  with  the  Library  of  Congress  in  1975. 

Plaintiff  was  employed  by  the  federal  government  from  1939  to  1947.  His  Civil 
Service  Commission  (CSC)  investigative  file,  begun  in  August  1942,  contained 
information  concerning  plaintiff's  alleged  "leftist"  political  views,  his  member- 
ship in  left-wing  organizations,  his  conscientious  objector  draft  status,  his  reli- 
gion, his  medical  condition,  and  his  family  history.  Between  1947  and  1975, 
plaintiff  unsuccessfully  applied  for  employment  with  the  Department  of  the 
Interior,  the  Housing  and  Home  Finance  Agency,  and  the  Environmental  Pro- 
tection Agency.  In  July  1975  plaintiff  applied  for  a  position  with  the  Library  of 
Congress  and  was  interviewed  by  Mr.  Eugene  Powell.  Plaintiff's  CSC  investiga- 
tive file  was  made  available  to  the  Library  of  Congress  on  October  21,  1975,  24 
days  after  the  effective  date  of  the  Privacy  Act.  Although  Mr.  Powell  did  not  see 
the  investigative  file,  he  was  given  a  summary.  Plaintiff  ultimately  was  not 
hired  by  the  Library.  He  requested  access  to  the  CSC  investigatory  file  under 
the  Privacy  Act  in  November  1975,  and  such  access  was  granted  in  December 
1975 ;  plaintiff  thereupon  petitioned  to  have  his  file  expunged,  and  the  file  was 
expunged  in  its  entirety  in  April  1976.  Plaintiff  filed  the  instant  lawsuit  April 
16,  1976. 

I.   VIOLATION   OF  PRIVACY  ACT 

Plaintiff  contends  that  defendants  violated  the  provisions  of  the  Privacy  Act 
in  several  respects.  Specificallv,  plaintiff  charges  defendants  with  violating  sec- 
tions (e)(6),  (e)(7).  (e)(5),  (e)(1),  and  (g)  a;  (C;  of  the  Act.  5  U.S.C. 
§§  5.52a  (e)(6),  (e)(7),  (e)(5),  (e)(1),  (g)  (i;  (C;.  Each  of  these  claims  shall 
be  examined  in  turn. 

Section  (e)(6). — Section  fe)  (6)  of  the  Privacy  Act  provides:  "Each  agency 
that  maintains  a  system  of  records  shall — ^prior  to  disseminating  any  record 
about  an  individual  to  any  person  other  than  an  agency,  unless  the  dissemina- 
tion is  made  pursuant  to  subsection  (b)  (2)  of  this  section,  make  reasonable 
efforts  to  assure  that  such  records  are  accurate,  complete,  timely,  and  relevant 
for  agency  purposes." 

Plaintiff  argues  that  the  CSC  made  no  efforts  whatever,  much  less  reasonable 
efforts,  to  assure  that  the  materials  in  the  investigative  file  were  accurate,  com- 
nlcte,  timely,  and  relevant.  At  a  minimum,  plaintiff  suggests,  the  CSC  should 
have  reviewed  the  file  before  making  it  available  to  the  Library  of  Congress, 
deleting  the  obviously  untimely  and  irrelevant  information  contained  therein. 
Plaintiff  argues  that  30  year-old  material  contained  in  the  file  was  patently 
untimely  and  that  the  information  concernine  political  associations,  draft  status, 
and  religion  was  patently  irrelevant.  Finally,  plaintiff  suggests  that  the  later 


^  P'n'ntifF  pppks  nart'.nl  sumrnnrT  inclsrmpn*-  on  tho  H-iWlitT  Issiie — rvh^thpi-  flpfpnrlanta 
violntfr)  thf  Privncy  Art  and  nctpd  In  a  villfi'l  or  Intentlonn)  mnnnpr — T^-ht'e  r^pfenfJants 
pppk  summary  ivdsrmppt  on  all  Issues  and  n  dlsm'ssal  of  defendants  Drummond,  Hamp- 
ton. Sheldon,  and  AnSolsek  as  Improper  parties  to  this  action. 
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eye  deterininatiou  to  expunge  the  entire  file  demoiistrates  tiie  untimeiiness  and 
irreievimce  of  tlie  materiui  contained  in  the  tile. 

JDeiendanta  first  dispute  tiiat  tiie  Library  ol'  Congress  is  a  '"person  otlier  tiiau 
an  agency  ■  witiiin  tiie  meaiung  or  section  (.e)  (tij.  In  support  of  tiiis  tlieory, 
defendants  assert  tiiat  tne  Library  functions  in  'the  same  niaimer  as  an  agency 
and  thau  Congress  intends  that  the  Library  be  considered  an  agency.  Keiease  of 
the  CISC  investigative  hie  to  the  Library  was  sanctioned  by  a  longstanding  agree- 
ment between  'the  CiSC  and  the  Library ;  in  fact,  defendants  state  that  Congress 
lias  budgeted  funds  to  reimburse  the  CJSO  for  the  Library's  use  of  caC  investi- 
gative liles.  It  is  clear  to  the  court,  however,  that  the  Library  of  Congress  is 
not  an  agency  within  the  meaning  of  section  (e)  (6)  of  the  Privacy  Act.-  The 
Library  is  an  instrumentality  of  the  legislative  branch  and  therefore  cannot 
yuaiify  as  an  "executive  department,  military  department.  Government  corpora- 
tion, Government  conti-olled  corporation,  or  other  establishment  in  the  executive 
branch  of  the  Government."  5  U.S.C.  §  552(e)  (emphasis  supplied).  Defendants 
cite  no  case,  and  the  court  finds  none,  finding  that  the  Library  of  Congress 
qualifies  as  an  agency  for  purposes  of  either  the  Privacy  Act  or  the  Freedom  of 
Information  Act.  The  mere  fact  that  the  CSC  and  the  Library  may  have  ex- 
changed information  in  the  past  is  not  relevant  to  a  determination  under  section 
(e)  (t»)  ;  that  provision  does  not  pi-ohibit  the  dissemination  of  information  but 
rather  merely  requires  that  the  distributing  agency  make  efforts  to  assure  the 
information's  accuracy,  completeness,  timeliness,  and  relevance. 

Defendants  also  contend  that  they  complied  with  the  standards  of  section 
(e)  (6)  in  releasing  the  information  at  issue.  They  ai'gue  that  the  information 
released  was  in  fact  accurate,  complete,  timely,  and  relevant  The  file  was  main- 
tained by  defendants  pursuant  to  Executive  Order  10450  and  disseminated  to  the 
Library  pursuant  to  the  provisions  of  the  Act  governing  the  "routine  use"  of 
information.^  Defendants  further  suggest  that  the  information  was  accurate 
and  complete  because  it  contained  a  full  record  of  plaintiff's  dealings  with  the 
federal  government  concerning  his  employment  between  1942  and  1966,  including 
a  1966  CSC  determination  that  plaintiff  was  suitable  for  federal  employment. 
Relevance  is  shown,  in  defendants'  mind,  by  the  fact  that  the  investigative  file 
had  its  origin  in  a  routine  security  check  and  subsequent  suitability  inquiries. 
Defendants  assert  timeliness  on  the  basis  of  the  CSC's  rational  policy  of  a  20 
year  retention  time  in  effect  at  the  time  of  the  dissemination  of  the  information 
to  the  Library  of  Congress.*  Although  the  court  has  serious  doubts  that  the 
information  disseminated  to  the  Library  of  Congress  was  either  timely — most  of 
the  information  was  30  years  old — or  relevant,  it  need  not  determine  for  pur- 
poses of  this  claim  of  violation  whether  the  information  transmitted  was  accu- 
rate, complete,  timely,  and  relevant.  Even  assuming  that  these  four  criteria  of 
dissemination  under  section  (e)  (6)  were  in  fact  met,  that  result  in  this  case 
would  have  occurred  by  accident  rather  than  by  the  CSC's  "reasonable  efforts 
to  assure"  that  the  information  so  qualified.  Between  September  27,  1975,  the 
effective  date  of  the  Privacy  Act,  and  October  21,  1975,  the  date  of  the  dissemi- 
nation of  plaintiff's  file  to  the  Library  of  Congress,  the  CSC  concededly  took  no 
steps  whatever  to  determine  whether  plaintiff's  files  were  inaccurate,  untimely, 
irrelevant,  or  incomplete,  nor  did  it  review  these  files  under  these  standards 
prior  to  dissemination  to  others.  Had  the  CSC  reviewed  plaintiff's  file  prior  to 
dissemination  to  the  Library  of  Congress,  it  well  could  have  concluded  at  that 
time,  as  it  in  fact  concluded  in  April  1976,  that  it  should  remove  most  or  all  of 
the  material  from  plaintiff's  file.  Thus  the  CSC  took  no  efforts  to  as.sure  accu- 
racy, completeness,  timeliness,  and  relevance  prior  to  dissemination  rather  than 
the  required  "reasonable  efforts,"  and  it  thereby  violated  section  (e)  (6)  of  the 
Act.  Defendants  appear  to  suggest  that  they  made  the  necessary  reasonable 
efforts  at  the  time  the  information  was  placed  into  plaintift"'s  file.  While  the 


3  The  Privacy  Act  adopts  the  definition  of  "agency"  found  in  the  Freedom  of  Informa- 
tion Act.  5  U.S.C.  §  552a(a)  (1)  ;  see  id.  §  5.52(e). 

3  See  5  U.S.C.  §552a(a)(7).  Even  If  a  routine  use  and  disclosable  without  plaintiff's 
permission,  the  CSC  nevertlieless  was  obligated  to  comply  with  section  (e)  of  the  Act, 
incliirlinj;  section    (e)(G'>. 

*  Plaintiff's  file  was  retained  because  one  entry,  a  1966  CSC  determination  of  suitability 
for  employment,  was  less  than  20  years  old.  The  CSC  instituted  the  20  year  retention 
policy  soon  before  the  effective  date  of  the  Privacy  Act,  amending  a  previous  .".0  year 
policy.  It  is  not  clear  whether  the  CSC  made  the  determination  to  keep  plaintiff's  file 
under  the  new  policy  before  dissemination  to  the  Library  of  Congress.  Defendants  admit, 
however,  that  they  made  no  actual  review  of  the  file  prior  to  dissemination. 
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court  do€S  not  suggest  that  section  (e)  (6)  in  all  cases  requires  a  separate 
review  of  a  file  immediately  prior  to  dissemination  so  long  as  some  indicia  of 
reasonable  efforts  to  assure  accuracy,  completeness,  timeliness,  and  relevance 
exist,  in  the  circumstances  of  this  case  defendants  point  to  no  individualized 
eiforts  to  clear  out  what  certainly  appears  to  have  been  untimely  and  irrelevant 
information  prior  to  dissemination. 

Section  (e)(7). — Plaintiff  also  contends  that  defendants  violated  section 
(eH'O  of  the  Privacy  Act,  which  provides:  "Each  agency  that  maintains  a  sys- 
tem of  records  shaU — maintain  no  record  describing  how  any  individual  exer- 
cises rights  guaranteed  by  the  First  Amendment  imless  expre;<8ly  authorized  by 
statute  or  by  the  individual  about  whom  the  record  is  maintained  or  unless 
pertinent  to  and  within  the  scope  of  authorized  law  enforcement  activity." 

Plaintiff  argues  that  the  materials  in  his  investigative  file  concerning  his 
political  views,  member.ship  in  iwlitical  organizations,  his  views  concerning  war, 
his  religion,  and  his  associations  all  describe  how  plaintiff  exercised  his  first 
amendment  rights.  Since  defendants  admit  that  the  records  were  maintained 
after  the  effective  date  of  the  Privacy  Act,  plaintiff  suggests  that  the  court  focus 
only  on  the  exceptions  to  section  (e)  (7).  He  argues  that  he  did  not  authorize 
maintenance  of  this  information  and  that  the  information  is  not  kept  pursuant 
to  statute  or  any  CSC  law  enforcement  fimction. 

Defendants,  while  appearing  to  concede  that  some  information  in  plaintiff's 
file  describes  how  he  exercised  his  first  amendment  rights,  argue  nevertheless 
that  the  records  were  maintained  pursuant  to  statute  and  within  the  scope  of 
an  authorized  law  enforcement  activity.  The  statute  in  question  is  5  U.S.C. 
§  7311,  which  prohibits  an  individual  from  holding  a  position  with  the  federal 
government  if  he  advocates — or  is  a  member  of  an  organization  that  he  knows 
advocates — ^the  overthrow  of  the  government,  participates  in  a  strike  against 
the  government,  or  is  a  member  of  an  organization  that  he  knews  asserts  the 
right  to  strike  against  the  government  Defendants  fail  to  explain  convincingly 
how  much  of  the  information  contained  in  plaintiff's  file  even  arguably  impli- 
cates this  statute.  The  statute  may  be  read  together  with  section  (e)(7),  to 
permit  maintenance  of  files  relating  to  membership  in  groups  advocating  the 
overthrow  of  the  government,  but  it  cannot  fairly  be  read  to  permit  wholesale 
maintenance  of  aU  materials  relating  to  political  beliefs,  associations,  and 
religion.  5 

Nor  is  it  clear  to  the  court  that  the  information  may  be  maintained  as  within 
the  scope  of  authorized  "law  enforcement  activity."  Defendants  assert  that  infor- 
mation compiled  for  the  purpose  of  determining  plaintiff's  suitability  for  federal 
emplovment  fall  within  the  intended  broad  meaning  of  "law  enforcement  ac- 
tivity.'" See  120  Cong.  Rec.  H  10S92  (daily  ed.  Nov.  20.  1974)  (remarks  of  Rep. 
Ichord).  The  legislative  history,  however,  contains  some  evidence  of  a  narrower 
intended  definition,  limited  to  criminal  matters.  See  S.  Rep.  No.  1183,  93d  Cong., 
2d  Sess.  23  (1974).  For  purposes  of  exemption  7  to  the  Freedom  of  Information 
Act.  5  U.S.C.  §  552(b)  (7).  it  is  clear  that  the  phrase  "law  enforcement  purposes" 
does  not  include  material  that  "is  acquired  essentially  as  a  matter  of  routine." 
Center  for  national  Policii  Review  v.  Weinberger,  502  F.2d  370,  373  (D.C.  Cir. 
1974).  The  District  of  Columbia  Circuit  distinguishes  between  files  concerning 
government  oversight  of  its  employees'  performance  of  duties  and  investigations 
focusing  directly  on  alleged  illegal  acts  in  determining  the  law  enforcement  issue 
under  exemption  7.  Rural  Housing  Alliance  v.  Depar.fmcvt  of  Agricvlture,  498 
F.2d  73.  81  (D.C.  Cir.  1974).  Since  defendants  concede  that  the  information  in 
plaintiiT's  file  was  compiled  originally  pursuant  to  a  routine  security  investiga- 
tion, it  appears  by  analogy  to  the  FOTA  cases  that  the  material  in  the  investiga- 
tive file  cannot  qualify  as  within  the  scope  of  an  authorized  If^w  enforcement 
activity.  Defendants  certainly  offer  no  exnlanation  why  these  outdated  materials 
could  have  been  pertinent  to  an  authorized  law  enforcement  activity  in  1975. 

Srcfion.ft  (e)(5).  (e)(1)  anrf  f g) (1}(G). —Vlaintifl  also  alleges  violations  of 
.■^pction  (e)  (5),  (&)  (1),  and  (g)  (1)  (C)  of  the  Act.  The  court  quioklv  can  dis- 
pose of  the  section  (g)  (1)  (C)  question,  as  that  section  is  merely  a  .iurisdictional 
provision  permitting  a  district  court  to  exercise  .iurisdiction  in  certain  circum- 
stancop.  The  standard  set  in  section  (g)  (1)  (CI  is  similar  to  the  requirements 
of  spctinn  (e)  (5)  and  need  not  be  separately  considered  here. 


E  r>prfnfinn+R  fii<;o  noint  +o  .'  T.R.C.  5  ."■"'.01.  TvMph  PTithori^ps  +he  Prpsiflpnt  to  nscertnln 
t1if>  fitr!f>«;s  of  fpripral  nnnllc.ints  for  pinploympnt  as  to.  ivter  nh'n.  "charaoter."  This  st?i- 
tiitp  cfinr.ot  fairly  be  read  expressly  to  authorize  maintenance  of  the  records  at  issue  here. 
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Section  (e)  (5)  imposes  the  obligation  to  maintain  records  used  to  make  any 
determination  about  an  individual  with  such  "accuracy,  relevance,  timeliness, 
and  completeness  as  is  reasonably  necessary  to  assure  fairness  to  the  individual 
in  the  determination."  Defendants  contend  that  the  records  at  issue  are  not 
"used  by  the  agency  in  making  any  determination"  about  plaintiff  and  therefore 
do  not  qualify  as  requiring  an  (e)  (5)  determination.  The  last  CSC  determination 
concerning  plaintiff  occurred  in  1966.  Since  the  CSC  took  no  action  and  made 
no  determination  with  respect  to  plaintiff  subsequent  to  the  effective  date  of 
the  Act,  the  requirements  of  section  (e)  (5)  have  not  been  triggered. 

Section  (e)  (1)  requires  an  agency  to  maintain  in  its  records  "only  such  infor- 
mation about  an  individual  as  is  relevant  and  necessary  to  accomplish  a  pur- 
pose" of  the  agency.  Although  the  wording  of  this  section  suggests  that  a  court 
should  defer  to  some  extent  to  the  agency's  determination  of  relevance  and 
necessity,  so  long  as  the  intended  purpose  of  maintaining  the  records  is  man- 
dated by  statute  or  executive  order,  a  court  hardly  is  powerless  to  review  care- 
fully the  agency's  action.  Plaintiff  argues  that  his  file  contained  material  irrele- 
vant and  unnecessary  to  a  proper  CSC  purpose,  and  the  court — as  indicated 
above — believes  this  argument  probably  has  some  merit.  A  conclusion  that  section 
(e)  (1)  has  been  violated,  however,  is  not  inevitable.  In  any  case,  having  found 
a  violation  of  .sections  (e)(6)  and  (e)(7),  the  court  need  not  decide  the  (e)  (1) 
issue  in  order  to  determine  defendants'  liability. 

n.  INTENTIONAL  ACTION 

Plaintiff  must  also  show  that  defendants  acted  in  an  "intentional  or  willful" 
manner  in  order  to  establish  their  liability.  5  U.S.C.  §  552a  (g)(4).  Since  de- 
fendants admit  that  their  actions  were  intentional,  plaintiff  has  made  a  sufficient 
showing  and  this  is  not  an  issue  in  the  present  case. 

m.  ADVERSE  EFFECT 

Plaintiff  finally  must  show  that  the  failure  of  defendants  to  comply  with  the 
Act  caused  an  "adverse  effect"  on  him.  5  U.S.C.  §  552a(g)  (1)  (D).  Plaintiff 
asserts  that  disputed  issues  of  material  fact  concerning  his  rejection  for  employ- 
ment by  the  Library  of  Congress  make  summary  judgment  inappropriate  on 
tliis  issue.  Plaintiff's  theory  is  that  Mr.  Powell's  decision  not  to  hire  plaintiff 
was  affected  by  Powell's  review  of  the  summary  of  the  investigative  file.  Al- 
though defendants  cite  Mr.  Powell  as  stating  that  he  did  not  consider  the  infor- 
mation current  or  important,  the  court  concludes  that  there  indeed  exist  genuine 
issues  of  material  fact  making  the  entry  of  summary  judgment  inappropriate 
at  this  time. 

rv.   DISMISSAL  OF  DEFENDANTS  OTHER  THAN  THE  AGENCY 

Defendants  Hampton,  Sheldon,  Andolsek,  and  Drummond  move  to  be  dis- 
missed from  this  action  on  the  ground  that  the  agency  is  the  only  proper 
defendant  under  the  Privacy  Act  The  Act  provides  that  under  certain  conditions 
an  "individual  may  bring  a  civil  action  again.st  the  agency."  5  U.S.C.  §  552a 
(g)  (1).  Plaintiff  agrees  to  dismissal  of  Drummond  biit  desires  to  keep  the  other 
three  individual  defendants  in  the  suit  for  purposes  of  his  claim  for  ancillary 
injunctive  relief.  It  appears  to  tJie  court  that  the  agency  is  the  only  proper 
defendant  In  this  case.  Mason  v.  Hojjman,  Civ.  No.  76-182-A  (E.D.  Va.  Mar.  30, 
1977). 

Accordingly,  it  i9,  by  this  court,  this  10th  day  of  Mny.  1977. 

Ordered  that  plaintiff's  motion  for  partial  summary  judgment  be,  and  the  same 
hereby  is,  granted  :  and  it  is  further 

Ordered  that  defendants'  motion  to  dismiss  be.  and  the  same  hereby  is,  denied 
except  that  defendants  Hampton.  Sheldon.  Andolsek,  and  Drummond  are  hereby 
dismissed  as  party  defendants  :  and  it  is  further 

Ordered  that  defendants'  motion  for  summary  judgment  be.  and  the  snme 
hereby  is.  denied  :  and  it  is  further 

Ordered  thf  t  the  parties  appear  before  this  court  for  a  further  status  call  in 
this  action  on  May  26,  1977  at  9 :30  a.m. 
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Executive  Obdeb  10450 

[Ed.  Note:  TMs  Order  established  the  Eisenhower  security  program.  The  print 
following  incon>orates  amendments  made   by  Executive  Ordeis  10-191    lu;531 
10548,  10550,  and  11TS5.] 

Whereas  the  interests  of  the  national  security  require  that  all  persons  privi- 
leged to  be  employed  in  the  departments  and  agencies  of  the  Government,  shall 
be  reliable,  trustworthy,  of  good  conduct  and  character,  and  of  complete  and 
unswerving  loyalty  to  the  United  States ;  and 

Whereas  the  American  tradition  that  all  persons  should  receive  fair,  impartial, 
and  e<iuitable  treatment  at  the  hands  of  the  Government  requires  that  all  per- 
sons seeking  the  privilege  of  employment  or  privileged  to  be  employed  in  the 
departments  and  agencies  of  the  Government  be  adjudged  by  mutually  con- 
sistent and  no  less  than  minimum  standards  and  procedures  among  the  depart- 
ments and  agencies  governing  the  employment  and  retention  in  employment  of 
persons  in  the  Federal  service  : 

Now,  therefore,  by  virtue  of  the  authority  vested  in  me  by  the  Constitution 
and  statutes  of  the  United  States,  including  section  1753  of  the  Revised  Statutes 
of  the  United  States  (5  USC  631)  ;  the  Civil  Service  Act  of  1883  (22  Stat  403; 
5  USC  632,  et  seq.)  ;  section  9A  of  the  act  of  August  2,  1930,  53  Stat.  1148  (5 
USC  118j)  ;  and  the  act  of  August  26,  1950,  64  Stat  476  (5  USC  22-1,  et  seq,), 
and  as  President  of  the  United  States,  and  deeming  such  action  necessary  in 
the  best  interests  of  the  national  security,  it  is  hereby  ordered  as  follows : 

Section  1. — In  addition  to  the  departments  and  agencies  specified  in  the  said 
act  of  August  26,  1950,  and  Executive  Order  No.  10237  of  April  26,  1951,  the 
provisions  of  tliat  act  shall  apply  to  all  other  departments  and  agencies  of  the 
Government 

Section  2. — The  head  of  each  department  and  agency  of  the  Government  shall 
be  responsible  for  establishing  and  maintaining  within  his  department  or  agency 
an  effective  program  to  insure  that  the  employment  and  retention  in  employ- 
ment of  any  civilian  officer  or  employee  within  the  department  or  agency  is 
clearly  consistent  with  the  interests  of  the  national  security. 

Section  3. —  (a)  The  appointment  of  each  civilian  ofiicer  or  employee  in  any 
department  or  agency  of  the  Government  shall  be  made  subject  to  investigation. 
The  scope  of  the  investigation  shall  be  determined  in  the  first  instance  according 
to  the  degree  of  adverse  effect  the  occupant  of  the  position  sought  to  be  filled 
could  bring  about,  by  virtue  of  the  nature  of  the  position,  on  the  national 
security,  but  in  no  event  shall  the  investigation  include  less  than  a  national 
agency  check  (including  a  check  of  the  fingerprint  files  of  the  Federal  Bureau  of 
Investigation),  and  written  inquiries  to  appropriate  local  law-enforcement 
agencies,  former  employers  and  supervisors,  references,  and  schools  attended  by 
the  person  under  investigation :  Provided,  that  uiwn  reqiiest  of  the  head  of  the 
department  or  agency  concerned,  the  Civil  Service  Commission  may,  in  its  dis- 
cretion, authorize  such  less  investigation  as  may  meet  the  requirements  of  the 
mtional  security  with  respect  to  per-diem,  intermittent,  temporary,  or  seasonal 
employees,  or  aliens  employed  outside  the  United  States.  Should  there  develop 
at  any  stage  of  investigation  information  indicating  that  the  employment  of  any 
such  person  may  not  be  clearly  consistent  with  the  interests  of  the  national 
security,  there  shall  be  conducted  with  respect  to  such  person  a  full  field  investi- 
gation, or  such  less  investigation  as  shall  be  sufficient  to  enable  the  head  of  the 
department  or  agency  concerned  to  determine  whether  retention  of  such  person 
is  clearly  consistent  with  the  interests  of  the  national  security. 

(b)  The  head  of  any  department  or  agency  shall  designate,  or  cause  to  be 
designated,  any  position  within  his  department  or  agency  the  occupant  of  which 
could  bring  about,  by  virtue  of  the  nature  of  the  position,  a  material  adverse 
effect  on  the  national  security  as  a  sensitive  position.  Any  position  so  designated 
shall  be  filled  or  occupied  only  by  a  person  with  respect  to  whom  a  full  field 
investigation  has  been  conducted :  Provided,  that  a  person  occupying  a  sensitive 
position  at  the  time  it  is  designated  as  such  may  continue  to  occupy  such  posi- 
tion pending  the  completion  of  a  full  field  investigation,  subject  to  the  other 
provisions  of  this  order :  A7id  provided  further,  that  in  case  of  emergency  a 
sensitive  position  may  be  filled  for  a  limited  period  by  a  person  with  respect  to 
whom  a  full  field  preappointment  investigation  has  not  been  completed  if  the 
head  of  the  department  or  agency  concerned  finds  that  such  action  is  necessary 
in  the  national  interest,  which  finding  shall  be  made  a  part  of  the  records  of 
such  department  or  agency. 
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Section  4- — l^lie  head  of  each  department  and  agency  shall  review,  or  cause 
to  be  reviewed,  the  cases  of  all  civilian  olhcers  and  employees  with  respect  to 
whom  there  has  been  conducted  a  full  field  investigation  under  Executive  Order 
No.  9835  of  March  21,  1947,  and,  after  such  further  investigation  as  may  be 
appropriate,  shall  i-e-adjudicate,  or  cause  to  be  re-adjudicated,  in  accordance 
with  the  said  act  of  August  2Q,  1950,  such  as  those  cases  as  have  not  been 
adjudicated  imder  a  security  standard  commensurate  with  that  established 
under  this  order. 

Section  5. — Whenever  there  is  developed  or  received  by  any  department  or 
agency  information  indicating  that  the  retention  in  employment  of  any  officer 
or  employee  of  the  Government  may  not  be  clearly  consistent  with  the  interests 
of  the  national  security,  such  information  shall  be  forwarded  to  the  head  of  the 
employing  department  or  agency  or  his  representative  who,  after  such  investi- 
gation as  may  be  appropriate,  shall  review,  or  cause  to  be  reviewed,  and,  where 
necessary,  re-adjudicate,  or  cause  to  be  re-adjudicated,  in  accordance  with  the 
said  act  of  August  26,  1950,  the  case  of  such  officer  or  employee. 

Secti07i  6. — Should  there  develop  at  any  stage  of  investigation  information 
indicating  that  the  employment  of  any  officer  or  employee  of  the  Government 
may  not  be  clearly  consistent  with  the  interests  of  the  national  security,  the 
head  of  the  department  or  agency  concerned  or  his  representative  shall  imme- 
diately suspend  the  employment  of  the  person  involved  if  he  deems  such  sus- 
pension necessaj-y  in  the  interests  of  the  national  security  and,  following  such 
investigation  and  review  as  he  deems  necessary,  the  head  of  the  department  or 
agency  concerned  shall  terminate  the  employment  of  such  suspended  officer  or 
employee  whenever  he  shall  determine  such  termination  necessary  or  advisable 
in  the  interests  of  the  national  security,  in  accordance  with  the  said  act  of 
August  26,  1950. 

Section  7. — Any  person  whose  employment  is  suspended  or  terminated  under 
the  authority  granted  to  heads  of  departments  and  agencies  by  or  in  accordance 
with  the  said  act  of  August  26,  1950,  or  pursuant  to  the  said  Executive  Order 
No.  9835  or  any  other  security  or  loyalty  program  relating  to  officers  or  em- 
ployees of  the  Government,  shall  not  be  reinstated  or  restored  to  duty  or  re- 
employed in  the  same  department  or  agency  and  shall  not  be  reemployed  in  any 
other  department  or  agency,  unless  the  head  of  the  department  or  agency  con- 
cerned finds  that  such  reinstatement,  restoration,  or  reemployment  is  clearly 
consistent  with  the  interests  of  the  national  security,  which  finding  shall  be 
made  a  part  of  tlie  records  of  such  department  or  agency :  Provided,  that  no 
person  whose  employment  has  been  terminated  under  such  authority  thereafter 
may  be  employed  by  any  other  department  or  agency  except  after  a  determina- 
tion by  the  Civil  Service  Commisssion  that  such  person  is  eligible  for  such 
employment. 

Section  8. —  (a)  The  investigations  conducted  pursuant  to  this  order  shall  be 
designed  to  develop  information  as  to  whether  the  employment  or  retention  in 
employment  in  the  Federal  service  of  the  person  being  investigated  is  clearly 
consistent  with  the  interests  of  the  national  security.  Such  information  shall 
relate,  but  shall  not  be  limited,  to  the  following : 

(1)  Depending  on  the  relation  of  the  Government  employment  to  the  national 
security:  (i)  Any  behavior,  activities,  or  associations  which  tend  to  show  that 
the  individual  is  not  reliable  or  trustworthy;  (ii)  any  deliberate  misrepresenta- 
tions, falsifications,  or  omissions  of  material  facts:  (iii)  any  criminal,  infamous, 
dishonest,  immoral,  or  notoriously  disgraceful  conduct,  habitual  use  of  intoxi- 
cants to  excess,  drug  addition,  or  sexual  perversion:  (iv)  any  illness,  including 
any  mental  condition,  of  a  nature  which  in  the  opinion  of  competent  medical 
authority  may  cause  significant  defect  in  the  jud.crment  or  reliability  of  the 
employee,  with  due  regard  to  the  transient  or  continuing  effect  of  tlie  illness 
and  the  medical  findings  in  such  case:  and  (v)  any  facts  which  furnish  reason 
to  believe  that  the  individual  may  be  subjected  to  coercion,  influence,  or  pressure 
which  may  cause  him  to  act  contrary  to  the  best  interests  of  the  national 
security. 

(2)  Commission  of  any  act  of  sabotage,  espionage,  treason,  or  sedition,  or 
attempts  thereat  or  preparation  therefor,  or  conspiring  with,  or  aiding  or  abet- 
ting, another  to  commit  or  attempt  to  commit  any  act  of  sabotage,  espionage, 
treason  or  sedition. 

(3)  Establishing  or  continuing  a  sympathetic  association  with  a  saboteur, 
spy,  traitor,   seditlonist,  anarchist,  or  revolutionist,  or  with  an  espionage  or 
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other  secret  agent  or  representative  of  a  foreign  nation,  or  any  representative 
of  a  foreign  nation  whose  interests  may  be  inimical  to  the  interests  of  the 
United  States,  or  with  any  person  who  advocates  the  use  of  force  or  violence  to 
overtiirow  the  goverment  of  the  United  States  or  the  alteration  of  the  form  of 
government  of  the  United  States  by  unconstitutional  means. 

(4)  Advocacy  of  use  of  force  or  violence  to  overthrow  the  government  of  the 
United  States,  or  of  the  alteration  of  the  form  of  government  of  the  United 
States  by  unconstitutional  means. 

(5)  Knowing  membership  with  the  specific  intent  of  furthering  the  aims  of, 
or  adherence  to  and  active  participation  in,  any  foreign  or  domestic  organiza- 
tion, association,  movement,  group,  or  combination  of  persons  (hereinafter 
referred  to  as  organizations)  which  unlawfully  advocates  or  practices  the 
commission  of  acts  of  force  or  violence  to  prevent  others  from  exercising  their 
rights  under  the  Constitution  or  laws  of  the  United  States  or  of  any  State,  or 
which  seeks  to  overthrow  the  Government  of  the  United  States  or  any  State  or 
subdivision  thereof  by  unlawful  means.  (As  amended  by  E.O.  11785,  dated  June 
4,  1974,  39  Fed.  Reg.  110. ) 

(G)  Intentional,  unauthorized  disclosure  to  any  person  of  security  informa- 
tion, or  of  other  information  disclosure  of  which  is  prohibited  by  law,  or  willful 
violation  or  disregard  of  security  regulations. 

(7)  Performing  or  attempting  to  perform  his  duties,  or  otherwise  acting,  so 
as  to  serve  the  interests  of  another  government  in  preference  to  the  interests  of 
the  United  States. 

(8)  Refusal  by  the  individual,  upon  the  ground  of  constitutional  privilege 
against  self-incrimination,  to  testify  before  a  congressional  committee  regarding 
charges  of  his  alleged  disloyalty  or  other  misconduct". 

(b)  The  investigation  of  persons  entering  or  employed  in  the  competitive 
service  shall  primarily  be  the  responsibility  of  the  Civil  Service  Commission, 
except  in  cases  in  which  the  head  of  a  department  or  agency  assumes  that 
res])onsibility  pursuant  to  law  or  by  agreement  with  the  Commission.  The 
Commission  shall  furnish  a  full  investigative  report  to  the  department  or 
agency  concerned. 

(c)  The  inve.stigation  of  persons  (including  consultants,  however  employed), 
entering  employment  of,  or  employed  by,  the  Government  other  than  In  the  com- 
petitive service  shall  primarily  be  the  responsibility  of  the  employing  department 
or  agency.  Departments  and  agencies  without  investigative  fncilities  may  use 
the  investigative  facilities  of  the  Civil  Service  Commission,  and  other  der,art- 
ments  and  agencies  may  use  such  facilities  under  agreement  with  the  Com- 
mission. 

(d)  There  shall  be  referred  promptly  to  the  Federal  Bureau  of  Investigation 
all  investigations  being  conducted  by  any  other  agencies  whieli  develop  infor- 
mation indicating  that  an  individual  may  have  been  subjected  to  coercion,  influ- 
ence, or  pressure  to  act  contrary  to  the  interests  of  the  national  security,  or 
information  relating  to  any  of  the  matters  described  in  subdivisions  (2)  through 
(8)  of  subsection  (a)  of  this  section.  In  cases  so  referred  to  it,  the  Federal 
Bureau  of  Investigation  shall  make  a  full  field  investigation. 

Section  9. —  (a)  There  shall  be  established  and  maintained  in  the  Civil  Service 
Commission  a  security-investigations  index  covering  all  persons  as  to  whom 
security  investigations  have  been  conducted  by  any  department  or  agency  of  the 
Government  under  this  order.  The  central  index  established  and  maintained  by 
the  Commission  under  Executive  Order  No.  9835  of  JIarch  21,  1947,  shall  be 
made  a  part  of  the  security-investigations  index.  The  security-investigations 
index  shall  contain  the  name  of  each  person  investigated,  adequate  identifying 
information  concerning  each  such  person,  and  a  reference  to  each  department 
and  agency  which  has  conducted  an  investigation  concerning  the  person  involved 
or  has  suspended  or  terminated  the  employment  of  such  person  under  the  author- 
ity granted  to  heads  of  departments  and  agencies  by  or  in  accordance  with  the 
said  act  of  AugiLst  26, 1950. 

(b)  The  heads  of  all  departments  and  agencies  shall  furnish  promptly  to  the 
Civil  Service  Commission  information  appropriate  for  the  establishment  and 
maintenance  of  the  security-investigations  index. 

(c)  The  reports  and  other  investigative  material  and  information  developed 
by  investigations  conducted  pursuant  to  any  statute,  order,  or  program  described 
in  section  7  of  this  order  shall  remain  the  property  of  the  investigative  agencies 
conducting  the  investigations,  but  may,  subject  to  considerations  of  the  national 
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security,  be  retained  by  tlie  de])artment  or  agency  concerned.  Such  reports  and 
other  investigative  material  and  information  shall  be  maintained  in  confidence, 
and  no  access  shall  be  given  thereto  except,  with  the  consent  of  the  investigative 
agency  concerned,  to  other  departments  and  agencies  conducting  security  pro- 
grams under  the  authority  granted  by  or  in  accordance  with  the  said  act  of 
August  26,  1950,  as  may  be  required  for  the  efiicient  conduct  of  Government 
business. 

Section  10. — Nothing  in  this  order  shall  be  construed  as  eliminating  or  modi- 
fying in  any  way  the  requirement  for  any  investigation  or  any  determination  as 
to  security  which  may  be  required  by  law. 

Section  11. — On  and  after  the  effective  date  of  this  order  the  Loyalty  Review 
Board  established  by  Executive  Order  No.  9835  of  March  21,  1947,  shall  not 
accept  agency  findings  for  review,  upon  appeal  or  otherwise.  Api>eals  pending 
before  the  Loyalty  Review  Board  on  such  date  shall  be  heard  to  final  determina- 
tion in  accordance  with  the  provisions  of  the  said  Executive  Order  No.  9835,  as 
amended.  Agency  determinations  favorable  to  the  officer  or  employee  concerned 
pending  before  the  Loyalty  Review  Board  on  such  date  shall  be  acted  upon  by 
such  Board,  and  whenever  the  Board  is  not  in  agreement  with  such  favorable 
determination  the  case  shall  be  remanded  to  the  department  or  agency  concerned 
for  determination  in  accordance  with  the  standards  and  procedures  established 
pursuant  to  this  order.  Cases  pending  before  the  regional  boards  of  the  Civil 
Service  Commission  on  which  hearings  have  not  been  initiated  on  such  date 
shall  be  referred  to  the  department  or  agency  concerned.  Cases  being  heard  by 
regional  loyalty  boards  on  such  date  shall  be  heard  to  conclusion,  and  the 
determination  of  the  board  shall  be  forwarded  to  the  head  of  the  department  or 
agency  concerned  :  Provided,  that  if  no  specific  department  or  agency  is  involved, 
the  ease  shall  be  dismissed  without  prejudice  to  the  applicant  Investigations 
pending  in  the  Federal  Bureau  of  Investigation  or  the  Civil  Service  Commission 
on  such  date  shall  be  completed,  and  the  reports  thereon  shall  be  made  to  the 
appropriate  department  or  agency. 

Section  12. — Executive  Order  No.  9835  of  March  21,  1947,  as  amended  is  hereby 
revoked. 

Section  IS. — The  Attorney  General  is  requested  to  render  to  the  heads  of 
departments  and  agencies  such  advice  as  may  be  requisite  to  enable  them  to 
establish  and  maintain  an  appropriate  employee  security  program. 

Section  IJf. —  (a)  The  Civil  Service  Commission,  with  the  continuing  advice 
and  collaboration  of  representatives  of  such  departments  and  agencies  as  the 
National  Security  Council  may  designate,  shall  make  a  continuing  study  of  the 
manner  in  which  this  order  is  being  implemented  by  the  departments  and 
agencies  of  the  Government  for  the  piirpose  of  determining : 

d)  Deficiencies  in  the  department  and  agency  security  programs  established 
under  this  order  which  are  inconsistent  with  the  interests  of,  or  directly  or 
Indirectly  weaken,  the  national  security. 

(2)  Tendencies  in  such  programs  to  deny  to  individual  employees  fair,  impar- 
tial, and  equitable  treatment  at  the  hands  of  the  Government,  or  rights  under 
the  Constitution  and  laws  of  the  United  States  or  this  order. 

Information  affecting  any  department  or  agency  developed  or  received  during 
the  course  of  such  continuing  study  shall  be  furnished  im.mediately  to  the  head 
of  the  department  or  agency  concerned.  The  Civil  Service  Commission  shall 
report  to  the  National  Security  Council,  at  least  semiannually,  on  the  results  of 
such  study,  shall  recommend  means  to  correct  any  such  deficiencies  or  tenden- 
ciesi,  and  shall  inform  the  National  Security  Council  immediately  of  any  such 
deficiencv  which  is  deemed  to  be  of  major  imnortance. 

Cb)  All  departments  and  agencies  of  the  Government  are  directed  to  cooper- 
ate with  the  Civil  Service  Commission  to  facilitate  the  accomplishment  of  the 
responsibilities  assigned  to  it  bv  subsection  Ca)  of  this  section. 

Cc)  To  assist  the  Civil  Service  Commission  in  discharging  its  responsibilities 
under  this  order,  the  head  of  each  department  and  agency  shall,  as  snon  as 
possible  arid  in  no  event-  late-  than  ninety  days  after  receipt  of  the  final  investi- 
gative report  on  a  civilian  officer  or  employee  subject  to  a  fiill  field  investigation 
under  the  r-rovisions  of  this  order,  advise  the  Commission  as  to  the  action  taken 
with  respect  to  such  ofi^cer  or  erpploT-pe.  Tho  information  furnished  bv  the  heads 
of  dppartments  and  agencies  pursuant  to  this  section  shall  be  included  fn  the 
Toports  which  the  Civil  Service  Commission  is  required  to  subm't  to  the  National 
Security  Council  in  accordance  with  subsection  (a)  of  this  section.  Such  reports 
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shall  set  forth  any  deficiencies  on  the  part  of  the  heads  of  departments  and 
agencies  in  taking  timely  action  under  this  order,  and  shall  mention  specifically 
any  instances  of  noncompliance  with  this  subsection. 

Section  15. — This  order  shall  become  effective  thirty  days  after  the  date  hereof. 

DwiGHT  D,  Eisenhower. 

The  White  House,  April  27, 1953. 

Executive  Ordee  11785 

Amending  Executive  Order  No.  10450,  as  Amended,  Relating  to  Security  Re- 
quirements for  Government  Employment,  and  for  Other  Purposes  (See  page 
15:57) 

By  virtue  of  the  authority  vested  in  me  by  the  Constitution  and  statutes  of 
the  United  States,  including  5  U.S.C.  1101  et  seq.,  3301,  3571,  7301,  7313,  7501(c), 
7512,  7532,  and  7533 ;  and  as  President  of  the  United  States,  and  finding  such 
action  necessary  in  the  best  interests  of  national  security,  it  is  hereby  ordered 
as  follows : 

Section  i.— Section  12  of  Executive  Order  No.  10450  i  of  April  27,  1953,  as 
amended,  is  revised  to  read  in  its  entirety  as  follows:  ''Sec.  12.  Executive  Order 
No.  9835  of  March  21, 1947,  as  amended,  is  hereby  revoked." 

Section  2. — Neither  the  Attorney  General,  nor  the  Subversive  Activities  Con- 
trol Board,  nor  any  other  agency  shall  designate  organizations  pursuant  to 
section  12  of  Executive  Order  No.  10450,  as  amended,  nor  circulate  nor  publish 
a  list  of  organizations  previously  so  designated.  The  list  of  organizations  pre- 
viously designated  is  hereby  abolished  and  shall  not  be  used  for  any  purpose. 

Section  S. — Subparagraph  (5)  of  paragraph  (a)  of  section  8  of  Executive 
Order  No.  10450,  as  amended,  is  revised  to  read  as  follows :  "Knowing  member- 
ship with  the  specific  intent  of  furthering  the  aims  of,  or  adherence  to  and 
active  participation  in.  any  foreign  or  domestic  organization,  as.<»ociation,  move- 
ment, group,  or  combination  of  persons  (hereinafter  referred  to  as  organizations) 
which  unlawfully  advocates  or  practices  the  commission  of  acts  of  force  or 
violence  to  prevent  others  from  exercising  their  rights  under  the  Constitution  or 
laws  of  the  United  States  or  of  any  State,  or  which  seeks  to  overthrow  the 
Government  of  the  United  States  or  any  State  or  subdivision  thereof  by  unlaw- 
ful means." 

Section  Jf. — Executive  Order  No.  11605  of  July  2,  1971,  is  revoked. 

/s/  Richard  Nixox. 

The  White  House,  June  4, 197^. 
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